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The first Presidential Paper for this year was presented in July in Brisbane as part of 
the Australasian Section’s Technical Meeting. This thought provoking presentation “An 
engineer’s journey to achieving conscious competence” by Cassandra Gash (on p2 of 
this issue of IRSE NEWS), while looking at the Australian context raised an issue worthy 
of broader consideration i.e. qualifications on their own do not directly translate to 
competence.
One State in Australia, Queensland, has a Professional Engineering Act that requires 

“that professional engineering services in Queensland or for Queensland, are carried 
out by a Registered Professional Engineer of Queensland (RPEQ), or alternatively by 
a person who carries out the services under the direct supervision of a RPEQ who is 
ultimately responsible.”
Some of you may be familiar with the term ‘soundness’ or in engineering terms ‘fit for 

purpose’ but have you wondered whether the Competency Management System or 
Licensing Scheme used by your company adequately addresses non-technical things 
like ethical commitment.
Depending on your role in the profession and your level of responsibility there 

are different ways to assess ethical attitude. Some organisations recognise that 
demonstrable technical competence is not in itself sufficient to ensure sound decision 
making, especially when under pressure, say from a hard deadline like a commissioning. 
One way of determining how a person performs under pressure is by use of an 
interview panel and posing hypothetical scenarios that include ethical dilemmas. 
An alternative approach is to require a higher level of professional registration for 

engineering decisions, like in Queensland. The RPEQ assessment system goes beyond 
log book type evidence and requires endorsement by three referees (peers), who 
themselves must be of similar standing as the applicant.  
My thoughts are it would be a good time to refresh your memory of the requirements 

of the IRSE Code of Professional Conduct which can be found at irse.info/nip0m.

Peter Symons, President IRSE

A Class 221 Super Voyager approaching Crewe in the UK 
displaying its roof top radio antennas. Train radio antenna design 
will become more complex as radio technology evolves and 
reliable high bandwidth radio communications will be essential for 
both train control and customer purposes. Radio engineers will 
need to be involved in all the design stages of a train.  
Photo Paul Darlington.Networks
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TRAINING AND DEVELOPMENT

An engineer’s journey to achieving conscious 
competence
Cassandra Gash MIRSE MIEAust MAIPM BEng(Hons)  
GD Signalling & Telecommunications CPPM
Senior Signalling Project Manager, Melbourne Metro Rail Authority, Australia

This, the first paper in the presidential programme 2017-18, 
was presented in Brisbane on 14 July 2017.

INtRODUCtION
An engineering qualification provides a graduate engineer with 
the fundamental knowledge and attributes to continue learning, 
and to develop the competence required for independent 
professional practice [1, p1]. The rail signalling industry (including 
railway signalling and telecoms, train control, traffic management 
and allied professions) is highly specialised, so there are naturally 
gaps in a graduate engineer’s competence that must be 
addressed in the workplace.

A widely-adopted definition of competence in the European 
Union is the “learned capacity to perform” a task, duty or 
role correctly and reliably [2]. In Roe’s architectural model of 
competence (tailored for engineering in Figure 1), competence 
is founded on knowledge, skill and attitude, and is influenced 
by abilities, personality traits and other characteristics. Skills are 
developed with prior knowledge and practical application, and 
fostered by professional attitudes in the willingness to learn. 
The IRSE Continued Professional Development guidance note 
for members states that competence is the combination of 
knowledge, understanding, experience, attitude and skill. This 
aligns closely with Roe’s competence model.

Technical competence relates to the specific workplace practical 
skills and is subdivided into the following [3].

• General: Independent of application or rail network.
• product: Specific to a product or suite of products.
• Domain: Specific to an application or rail network/

organisation that considers the local standards, practices, 
systems, and arrangements.

 Non-technical competence, commonly referred to as “soft 
skills”, is required to perform professionally and communicate 

with others [4]. It draws upon our personality traits and is 
influenced by our attitude towards others, society, and the 
environment. It includes written and verbal communication, 
negotiation, active listening, leadership, collaboration, creativity, 
agility, and emotional intelligence.

The professional development cycle was introduced by 
Peter Symons in his presidential address “Future signalling 
and you” [5]. The cycle describes the migration of an engineer 
starting from a state of unconscious incompetence, where 
capabilities and limitations are unknown; through exposure 
achieving conscious incompetence; and through training 
and development achieving conscious competence, where 
capabilities and limitations are known, but the engineer must 
mindfully practice to perform. The final stage of development 
is unconscious competence, where the pinnacle of mastery is 
reached and the engineer can practice competently through 
good habits. The learning cycle is shown in Figure 2, alongside 
the Registered Training Organisation proficiency levels.

This paper explores an engineer’s formative years in the 
railway signalling profession, and the journey from unconscious 
incompetence to the achievement of conscious competence.

ENGINEERING QUALIFICAtIONS
This section highlights the engineering qualifications that are 
relevant to the industry. The qualifications, in terms of the 
Australian Qualification Framework (AQF) levels and international 
engineering agreements, are examined to realise the 
competence of a graduate at the professional engineering level.

Rail signalling engineering graduates in Australasia typically 
have degrees in the fields of electrical, mechatronics or 
computer systems engineering. With the increasing pace of 
change to sophisticated automated train control and traffic 
management systems there is also an increased demand for 
telecoms and software engineering skills. Table 1 summarises 
the principal streams of engineering that are relevant to today’s 
rail signalling industry. Note that qualifications specialising in 
information technology, data science or computing without an 
engineering basis are excluded; whilst they might provide the 
base knowledge and skills, they do not provide the complete 
professional engineering attributes required for industry.
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Figure 1 – Interpretation of Roe’s model of competence for engineers’ 
competences. (Velli Parts et al).
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Figure 2 – Professional development cycle with proficiency levels.
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The AQF regulates qualifications in the education and training 
sectors and sets out the criteria for the levels of qualification 
(1 to 10). The primary difference between the Bachelor (level 7) 
and Bachelor Honours degree (level 8) is that level 8 offers 
an advanced level of knowledge (as opposed to broad and 
coherent) and advanced skills (as opposed to well developed) [6].

Many Australian universities have removed AQF level 7 
Bachelor of Engineering degrees from their scope. This is most 
likely due to industry demand for a faster path by which graduate 
engineers develop professional skills.

International engineering agreements
The rail signalling industry operates globally, with suppliers 
and consulting engineering organisations working across 
country borders, and so the mobility of an engineer is heavily 
dependent on the portability of their engineering qualification. 
International engineering agreements have been established 
to address the needs of the globalised engineering industry by 
recognising the substantial equivalence of competence standards 
of engineering qualifications. Engineering accreditation bodies 
include International Engineering Alliance (IEA) and European 
Network for Accreditation of Engineering Accreditation (ENAEE). 
Table 2 describes the IEA accords in relation to the international 
accredited level and AQF level.

Australia is a signatory to the IEA agreements and accords 
through Engineers Australia. The accreditation of engineering 
degrees to each IEA accord is maintained by Engineers Australia 
and may be found on their website [7].

Australia is not a signatory to the ENAEE agreement or the 
EUR-ACE Accord [8], but Australian universities can still gain 
accreditation to the European Accord through other agencies. 
For example, the University of Melbourne Master of Engineering 
– Electrical/Mechatronics is accredited with the European 
EUR-ACE label via the accreditation agency in Vienna.

IEA accords Accredited 
level

AQF 
level

Degree description

Washington Professional 
engineer

Level 9 • Master degree

Level 8 • Bachelor (Honours) 
degree

• Graduate diploma

• Graduate certificate

Sydney Engineering 
technologist

Level 7 • Bachelor degree

Dublin Engineering 
associate 
(technicians)

Level 6 • Advanced diploma

• Associate degree

Table 2 – International Engineering Alliance accords mapped to AQF 
levels and degrees.

Degree Overview
Engineering –  
Electrical (and Electronic)

Design, implementation and 
management of systems that 
exploit electrical phenomena 
to meet practical needs (e.g. 
automation, energy conversion, 
power distribution, and 
information processing

Engineering –  
Computer Systems

Design, implementation and 
management of real- time 
and embedded systems, 
including digital circuits, 
individual microprocessors to 
supercomputer systems

Engineering –  
Software

Design, implementation and 
management of software 
products/ systems with an 
understanding of computer 
science, engineering, 
management, and psychology

Engineering –  
Mechatronic (and Robotics)

Blends mechanical, electrical and 
software engineering to develop 
automation and advanced 
manufacturing technologies

Engineering – Telecoms Design, implementation and 
management of telecoms 
networks, RF communications, 
digital/analogue electronics, 
software programming etc

Table 1 – Relevant engineering qualifications.

 Australian high school students who intend to work in the 
engineering industry for a global organisation, or simply want 
to increase the likelihood of undertaking international work, 
should be aware of the international engineering agreements 
and consider selecting a qualification that is recognised in the 
intended country of work. International students who wish 
to work in Australia should also be aware of the Australian 
recognised accords, as some employers require qualifications 
completed outside Australia to be recognised by Engineers 
Australia or officially by the Australian Education International 
Office of Overseas Skills Recognition.

Graduate engineer attributes
The graduate attributes and professional competence of 
the IEA recognised qualification are identified in Table 3 [1, 
pp. 10-13]. These are common to the professional engineer, 
engineering technologist, and engineering technician levels, 
but the extent to which the graduate can perform each of the 
elements decreases from the professional level to the technician 
level. The differentiating characteristics of the professional level 
are highlighted in red; these relate to the solution of complex 
engineering problems.

Engineering graduate 
attributes

professional engineer 
competence

Apply engineering knowledge 
to complex engineering 
problems

Comprehend and apply 
universal and local knowledge

Complex problem analysis Problem analysis

Design/development of 
solutions to complex and 
unique engineering problems

Design and development of 
solutions

Investigation of complex 
problems

Evaluation

Modern tool usage

The engineer and society Protection of society

Environment and sustainability Legal and regulatory

Professional ethics Ethics, judgement, and 
responsibility for decisions

Individual and team work

Communication Communication

Project management and 
finance

Manage engineering activities

Lifelong learning Lifelong learning

Table 3 – Graduate attributes.
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TRAINING AND DEVELOPMENT
CAREERS IN RAIL SIGNALLING SYStEmS
In this section, the gap in a graduate engineer’s competence is 
uncovered. This gap is assessed by reviewing the competence 
of today’s rail signalling system engineer compared to the 
competence of an engineer entering the industry with a 
professional engineering qualification. The career pathways 
available to engineers are also explored, as the selected stream 
or aspired role can impact the extent of the gap.

A day in the life of a rail signalling systems 
engineer
Rail signalling is multi-disciplinary, encompassing signalling, 
telecoms, train control, and traffic management subsystems, 
as well as interfaces with track, civil works, traction power, and 
rolling stock. A rail signalling engineer must also consider the 
complete asset or system lifecycle from design, installation, 
testing and commissioning, to operation, maintenance and 
disposal. The industry role previously titled rail signalling 
engineer is referred to here more appropriately as rail signalling 
systems engineer, to encapsulate the broader multi-disciplinary 
and systems aspects of the role in real life.

The following outlines the typical tasks a signalling systems 
engineer will undertake.
• Interpret operational and system requirements and 

decompose requirements into subsystem requirements.
• Apply a systems engineering approach to engineering work 

to deliver a system that meets end user requirements.
• Research, investigate and critically assess information.
• Apply scientific methods, domain specific knowledge and 

professional engineering judgment in developing and 
deploying engineering solutions to complex problems that 
consider users (installer, maintainer, operator) and minimise 
impacts on the public and the environment.

• Apply a systems assurance approach to engineering work 
and demonstrate that hazards are eliminated so far as is 
reasonably practicable.

• Build and maintain effective relationships with stakeholders.
• Collaborate with others and contribute to team projects.
• Effectively communicate engineering decisions and 

outcomes, be it verbally or in writing.
• Negotiate best-for-project outcomes with stakeholders.
• Manage and deliver scope, budget and schedule.
• Lead a team and manage team performance.

the gap in the graduate engineer’s competence
When comparing the attributes and competence of a 
professional engineering graduate with the competence required 
by a typical rail signalling engineer, significant gaps are present 
in both knowledge and skills. They include rail signalling domain, 
systems engineering and systems assurance knowledge, and 
behavioural skills. The gap in domain knowledge is unsurprising, 
as rail signalling is not covered in a typical engineering 
qualification. The gap related to systems engineering is 
surprising however, as it provides an interdisciplinary design and 
management approach for solving complex problems over their 
lifecycle; it also aligns closely with the professional engineer 
accredited qualification attributes.

The behavioural skills that contribute the most to a person’s 
competence in the workplace are emotional, social, and cognitive 
maturity. These are described in Table 4 [9]. The research of 
Bonesso et al. found that behavioural competence is developed 
primarily through experiential learning (see below), and secondly 
through traditional (formal class-room) learning. Behavioural 

skills therefore “are more complex and difficult to teach than 
disciplinary subjects” and so are commonly developed as a 
by-product to reinforce technical skills. Behavioural skills, in an 
engineering qualification, are predominantly developed through 
involvement in independent projects, particularly the final year 
project (independent experiential learning), group projects, and 
industry internship (social experiential learning). The major gaps 
in behavioural development in an engineering qualification, 
compared to industry need, are leadership, management 
(influence, conflict management), systems thinking, adaptability 
(resilience and agility), and self-awareness.

Career pathways
There are numerous career options available to rail signalling 
systems engineers. All graduates should consider these options 
in their early years, to ensure their training and experience is 
suitable for the intended career pathway. The career pathway 
options, mapped to commonly recognised Accredited Rail 
Transport Operator (RTO) competence roles, are shown in 
Figure 3. The first career pathway decision point tends to be 
related to the technical versus general management branch.

An engineer choosing the general management pathway can 
enter the workforce as a general project engineer (being exposed 
to procurement, design and construction interface management, 
project controls, delivery supervision, stakeholder management 
etc.) and potentially move to a general project manager role, 
following appropriate professional development. An engineer in 
this pathway may have limited detailed technical knowledge, as 
experience is unlikely to include hands-on design, construction, 
or testing activities due to RTO competency restrictions as 
described below.

Skill measured by
Emotional – ability to 
recognise, understand, and 
use emotional information 
about oneself

• emotional awareness
• accurate self-assessment
• self-confidence
• optimism
• emotional self-control
• trustworthiness
• conscientiousness
• adaptability
• achievement orientation
• initiative

Social – ability to recognise, 
understand, and use 
emotional information about 
others

• empathy
• organisational awareness
• service orientation
• cultural awareness
• developing others
• inspirational leadership
• building bonds
• influence
• conflict management
• teamwork
• communication
• change catalyst

Cognitive – ability to think 
or analyse information about 
situations

• systems thinking
• pattern recognition

Table 4 – Behavioural skills.
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Figure 3 – Railway signalling career pathways.
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TRAINING AND DEVELOPMENT
An engineer choosing the technical pathway can enter the 

industry in an assistant role and progress to an engineer role 
with appropriate professional development and experience. 
A staged progression applies for engineers specialising in 
signalling, control systems and communications, and for roles in 
design, construction, testing, and maintenance. A graduate in 
the technical stream should aim for an engineering role within 
five years of entering the industry, which includes undertaking the 
necessary professional development and work experience to a 
satisfactory standard.

Graduate engineers who undertake a professional accredited 
degree will typically undertake a course of four to six years of 
full-time-equivalent study. An engineer with this qualification will 
enter the industry with the fundamental engineering knowledge 
and professional skills provided through university. Those with 
a lower level qualification can still aspire to the technical and 
managerial roles discussed above, but will usually have a longer 
progression, typically three or more years, in order to gain the 
necessary general engineering knowledge and skills in the 
workforce.

The career pathway diagram in Figure 3 highlights the entry for 
an engineer from the AQF level 8 path (green) and AQF level <8 
path (orange).

Engineering graduate rotation
Engineering graduate programmes in Australia have been 
successful in providing an effective and safe environment 
for graduates to learn in. They provide a blended learning 
opportunity based on an organised social and experiential 
learning framework. They are typically two to three years with 
rotations between different organisations or business units every 
six months.

A common criticism is the short duration of each rotation. The 
common six month period is inadequate to transfer sufficient 
knowledge to enable the graduate engineer to undertake work 
without direct supervision. A graduate engineer at the end of 
the programme will consequently have less in-depth knowledge 
compared to an engineer who has been dedicated to one task 
or role for two to three years. Despite this, there are significant 
benefits provided by engineering rotation programmes, which 
include providing the graduate with the experience necessary to 
make an informed decision when choosing a career path; diverse 
experience to establish a broad professional and social network; 
and a holistic appreciation of rail signalling systems, which will be 
beneficial in later technical and managerial roles.

LEARNING AND DEVELOpmENt
Learning is the process by which we acquire knowledge, 
understanding and skills, thereby developing the capability 
to perform. This section summarises some of the learning 
theories that are relevant in the workplace, with particular 
attention to the theories included in the 70:20:10 learning and 
development model. Recommendations as to the most effective 
learning approaches and methods, from mentor and graduate 
perspectives, are provided to support a transparent, smooth and 
progressive process to address competence gaps.

Learning pathways
In addition to the career pathways outlined above, a graduate 
engineer should be aware of the learning pathways that must be 
developed throughout their career. The high-level pathways are 
shown in Table 5 [10].

These learning pathways provide the technical and non-technical 
professional competence that needs to be developed throughout 
a career. Learning pathways change over time as an engineer’s 
career progresses and as they undertake more complex problems 

in a technical role, broaden their knowledge base, or accept 
greater responsibility in a technical lead or managerial role. The 
learning pathways should be reviewed by the engineer, mentor 
or employer, for example in performance development reviews 
or appraisals, to track professional development holistically. 
The learning pathways should ideally be assessed firstly upon 
employment to establish a learning and performance baseline 
to establish and overcome competence gaps, and routinely in 
professional development reviews so that metrics can be used 
to inform learning, development, and work experience needs to 
support career pathways and target career roles.

Learning & development model
A widely-used model in the workplace to enhance individual 
learning and improve organisational performance is the 70:20:10 
model. This model is based on the premise that we learn from 
multiple sources and ideally through the weighted blending 
of experience, exposure, and education. As the model name 
implies, the apportionment of learning sources is as follows:
• 70% – Experiential/Experience.
• 20% – Social Interaction/Exposure.
• 10% – Formal/Education.

The model was developed in the 1980s [11] and implies that 
90% of learning is acquired informally, with the combination 
of experience and exposure elements, and 10% through 
formal education. This disproportionate weighting is not a new 
concept; research in this field indicates that informal learning 
plays a significant part, between 70% and 90%, of learning and 
development in the workplace [10].

The effectiveness of the 70:20:10 model in workplace learning 
is debated, and Samantha Johnson et al. [12] suggest that it has 
failed to deliver positive results in the Australian public sector for 
middle management learning development. From their research 
this ineffectiveness is attributed to senior management lacking 
understanding of the different forms of learning, and therefore 
to the lack of integration within the model. The effectiveness of 
the 70:20:10 learning approach could be improved if the career 
pathways and learning pathways are incorporated; in this way a 
structured and holistic approach is taken to determine learning 
targets and needs [10].

The following sections describe the theory supporting the 
different methods of learning and how it can be applied for 
graduate signalling system engineers in the workforce.

The 70% – Experiential learning

Experiential learning is the process whereby knowledge is 
created through the transformation of experience. It draws upon 
the following principles [13].
• Learning is a process, not simply an outcome, that is more 

effective when the learner is engaged and when continual 
feedback is provided.

• Learning is best facilitated by a process that recognises the 
learner’s beliefs and ideas about a topic so that they can be 
critically assessed and integrated with new and refined ideas.

• Learning is driven through the resolution of conflicts and 
experiencing the alternating modes of reflection and action 
and thinking and feeling.

• Learning is a holistic process which incorporates thinking, 
feeling, perceiving, and behaving.

• Learning results from processes of assimilating new 
experiences into existing concepts and accommodating 
existing concepts to new experiences.

• Learning is the process of creating social knowledge, 
whereby knowledge is created and recreated in the personal 
knowledge of the learner.
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Category pathway
Task performance • Speed and fluency

• Complexity of tasks and problems
• Range of skills required
• Communication with a wide range of 

people
• Collaborative work

Awareness and 
understanding

• Other people: colleagues, customers, 
managers, etc

• Contexts and situations
• One’s own organisation
• Problems and risks
• Priorities and strategic issues
• Value issues

Personal 
development

• Self-evaluation
• Self-management
• Handling emotions
• Building and sustaining relationships
• Disposition to attend to other 

perspectives
• Disposition to consult and work with 

others
• Disposition to learn and improve one’s 

practice
• Accessing relevant knowledge and 

expertise
• Ability to learn from experience

Academic 
knowledge and 
skills

• Use of evidence and argument
• Accessing formal knowledge
• Research-based practice
• Theoretical thinking
• Knowing what you might need to know
• Using knowledge resources (human, 

paper-based, electronic)
• Learning how to use relevant theory in 

a range of practical situations

Category pathway
Role performance • Prioritisation

• Range of responsibility
• Supporting other people’s learning
• Leadership
• Accountability
• Supervisory role
• Delegation
• Handling ethical issues
• Coping with unexpected problems
• Crisis management
• Keeping up-to-date

Teamwork • Collaborative work
• Facilitating social relations
• Joint planning and problem solving
• Ability to engage in and promote 

mutual learning

Decision making 
and problem 
solving

• When to seek expert help
• Dealing with complexity
• Group decision making
• Problem analysis
• Formulating and evaluating options
• Managing the process within an 

appropriate timescale
• Decision making under pressure

Judgement • Quality of performance, output and 
outcomes

• Priorities
• Value issues
• Levels of risk

      Table 5 – A typology of workplace learning pathways.

Experiential learning is a key element in how we learn in the 
workplace, particularly given the specialist nature of the industry 
where domain technical knowledge is not taught through a 
typical engineering qualification. It is also an effective way to put 
new-found knowledge into practice and embed the knowledge 
and experiences in our long-term memory [14].

Supervisors and mentors should facilitate experiential learning 
by providing new and challenging tasks for the learner to 
undertake and provide a supportive environment conducive to 
learning and receiving feedback.

The 20% – Social interaction learning

Social learning is the process of acquiring knowledge with and 
through others. This includes learning through peer-to-peer, 
collaborative interactions with others, coaching and mentoring 
programs, and professional networking opportunities.

Organised social learning such as graduate rotation, mentoring, 
coaching, job shadowing and ‘buddying’, provide a supportive 
environment for the learner to work alongside an experienced 
person–and to ask lots of questions freely. In these forms of 
learning it is critical for the coach or mentor to provide regular, 
constructive feedback on technical output and attitude, so that 

the learner can adjust accordingly. The learner, in receiving 
feedback, should resist the natural tendency to be defensive and 
instead be receptive to and appreciative of feedback.

In addition to external feedback or reinforcement, behavioural 
skills can be regulated or improved through observational 
learning and imitation [15]. In this method, learning can be 
achieved through observing the characteristics of leaders who 
exhibit positive behaviours and reflecting on how to incorporate 
those behaviours into our own practice.

Social learning can also be gained through building 
relationships in an informal manner, such as conversing with 
people at the ‘water-cooler’ coffee catch-ups, attending work 
social events, and attending IRSE technical meetings for their 
networking value.

The 10% – Formal learning

Formal learning is the process of acquiring knowledge through 
structured education programmes and courses and reading 
educational material. Formal training relevant to the railway 
signalling system industry includes the Graduate Diploma of 
Railway Signalling and Telecommunications, Diploma of Project 
Management/Masters of Business Administration, and reading 
articles in IRSE NEWS and railway journals.
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A graduate diploma specialising in railway signalling systems 

is encouraged for engineers in the technical and managerial 
streams, as this provides the fundamental technical knowledge 
that equips a manager to make educated decisions affecting 
signalling systems. To be effective without this formal 
professional development an engineer in the managerial stream 
will inevitably need to rely on the signalling engineers in the team 
to provide good advice until learning is gained on the job.

The Graduate Diploma of Railway Signalling and 
Telecommunications, delivered formerly by Central Queensland 
University, was a key contributor to Australasian rail signalling 
formal training. The course provided the formality of a prescribed 
syllabus (closely aligned to the IRSE examination in order for 
equivalence to be recognised at ‘Member’ level). It offered 
extensive experiential learning opportunities through workplace 
activities and final project, and social learning opportunities 
through team projects and use of on-line communication tools.

Table 6 summarises the statistics for students successfully 
completing the Graduate Diploma (six units) and Graduate 
Certificate (three units), which highlights a greater portion 
completing the Graduate Diploma and good completion figures 
in the period 2008 - 2012 . It includes local and international 
students, although Australasians were the majority participants.

The IRSE examination might be considered as another example 
of industry specific formal learning. It has a syllabus with 
prescribed learning objectives and it tests understanding, so in 
that way it is considered formal learning. It does not, however, 
provide a formal continuous learning environment for regular 
learner-teacher interaction, relying instead on independent 
experiential and social learning.

The IRSE examination is often taken by international IRSE 
affiliates as a quicker route to IRSE Membership, but very few 
Australasian IRSE members take it. This is supported by the 
statistics in Table 7, where Australasia represents less than 
5% of candidates for the past four years and with decreasing 
representation each year.

Despite the learning outcomes of the Graduate Diploma of 
Railway Signalling & Telecommunications being closely aligned 
to the IRSE examination, the data for the number of Australasians 
attempting the IRSE exam is strikingly different from the student 
numbers successfully completing the Graduate Diploma. This 
suggests that the Australasian industry treats qualifications 
in high regard and so will financially support an engineer in 

Year Graduate  
Diploma (no.)

Graduate 
Certificate (no.)

2014 23 0

2013 16 0

2012 17 5

2011 21 0

2010 41 6

2009 30 13

2008 29 9

2007 12 5

2006 12 7

2005 14 6

Table 6 – Number of students successfully completing CQU Graduate 
Diploma and Certificate.

Year Australasian 
candidates 

(no.)

Australasian 
candidates 

(%)

total 
candidates 

(no.)

2016 1 0.5 201

2015 3 1.1 269 

2014 7 2.8 246

2013 6 4.4 135

Table 7 – IRSE Exam Australasian candidates compared to global 
number of candidates.

undertaking the Graduate Diploma but not the IRSE examination; 
or perhaps that Australasian rail signalling engineers need the 
structure of a prescribed course (and forced discipline of weekly 
submissions) to learn progressively.

Unfortunately, the Graduate Diploma of Railway Signalling 
& Telecommunications is no longer offered by Central 
Queensland University. The IRSE recognises the importance 
of industry specific formal learning, and is striving to fill this 
gap, locally through an Australian AQF Level 8 vocational 
course, and internationally through a Master of Science (Railway 
Communications and Control) from the University of Birmingham. 
Information on formal learning that is supported by the IRSE will 
be provided on the Australasian and UK website as it becomes 
available.

COmpEtENCE
Professional engineering competence as highlighted in Figure 1 
is a combination of technical and non-technical competence 
founded on knowledge, skill and– importantly–attitude. Each of 
these elements must be developed individually (and possibly 
at different rates) throughout a professional career to enable 
an engineer to adequately perform at the required level. 
This section examines Australian legislation and numerous 
RTO requirements that affect an engineer’s recognition of 
competence.

Australian legislation and regulations relating to 
competence
The following sections describe the key legislation and 
regulations related to competence in Australia.

Rail Safety National Law
All Australian states and territories (including Queensland as 
of 1 July 2017) [16] are governed by the Office of the National 
Rail Safety Regulator with respect to rail safety regulation. The 
Rail Safety National Law Act 2012 describes each accredited 
RTO’s obligation to demonstrate competence and capacity to 
manage safety risks associated with railway operations.  The 
management of competence extends to contractors’ Rail Safety 
Workers (RSWs) who undertake rail safety work. To fulfil the rail 
safety regulative requirements, each accredited RTO must have 
its own processes and systems in place to ensure all RSWs are 
competent to carry out the work, have identification to enable 
competence to be checked, and are medically fit to carry out the 
work. An RSW working across states or rail networks needs to be 
familiar with each RTO’s competence requirements and hold valid 
statements of competence (SOC) for each RTO and role.

Workplace health and safety
State-based workplace health and safety Acts, such as the 
Victorian Occupational Health and Safety Act 2004, and 
Regulations such as the New South Wales Work Health and 
Safety Regulation 2011, describe the fundamental competence 
obligations for persons to carry out work.
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Quality management systems
AS/NZS ISO9001: 2016 §7.2 describes the high-level 
requirements for an organisation to determine the competence 
of persons doing work based on appropriate education, training, 
or experience.

Queensland Professional Engineering Services
Queensland is the only state in Australia that regulates the 
professional engineering industry. This ensures professional 
engineering services provided in Queensland or for Queensland 
are carried out by registered engineers who are competent, 
uphold standard practices and comply with the code of ethics 
for professional engineers. The Professional Engineers Act 2002 
[17], defines professional engineering services as “an engineering 
service that requires, or is based on, the application of 
engineering principles and data to a design, or to a construction, 
production, operation or maintenance activity, relating to 
engineering, and does not include an engineering service that 
is provided only in accordance with a prescriptive standard.” 
The prescriptive standard is defined as “a document that states 
procedures or criteria:

(a) for carrying out a design, or a construction, production, 
operation or maintenance activity, relating to engineering; 
and

(b) the application of which, to the carrying out of the design, 
or the construction, production, operation or maintenance 
activity, does not require advanced scientifically based 
calculations.”

Engineers working in or for Queensland who conduct 
professional engineering services in the areas of design, 
construction, testing and commissioning, maintenance, and 
operations without direct supervision must hold a current 
Registered Professional Engineering Qualification (RPEQ).

The consequence of the Professional Engineering Act is that 
Queensland based organisations are likely to screen engineering 
resources who are RPEQ accredited or have the ability (principally 
the professional qualifications) to obtain RPEQ in a reasonable 
timeframe.

Competence management Systems
As described above, RTOs are required to have a competence 
management system to demonstrate that rail safety work is 
conducted competently and ultimately to maintain accreditation. 
RTOs have separate competency processes, but they are often 
modelled on the same principles. This section highlights the 
commonalities and some of the inconsistencies in their approach 
to competence, and concludes with a discussion of areas that are 
deficient in the competence systems, with respect to Roe’s view 
of competence (Figure 1).

Authorised Engineering Organisations
Engineering services relating to the Transport for New South 
Wales (TfNSW) asset life cycle must be conducted by an 
Authorised Engineering Organisation (AEO), which must fulfil 
the Asset Standards Authority engineering management 
requirements, one of which includes demonstration of 
management and assurance of engineering competence. 
Engineers working in New South Wales for an AEO must 
therefore fulfil the AEO competence management system 
requirements in addition to RTO competence management 
requirements.

The Asset Standards Authority competence standards do 
not prescribe the engineering qualification requirements for 
engineering roles or functions. The AEO guide to engineering 
competence management [18] suggests that the AEO consider 

the engineering frameworks already established by institutions, 
including Engineers Australia, the Washington Accord, and the 
IRSE.

Licensed signal engineer exam
New South Wales RTOs require signal engineers to complete a 
signal engineer’s licensing examination (which is different from 
the IRSE Licensing Scheme). A license is currently required for 
field-based signal personnel who certify equipment, but one 
RTO (Sydney Trains) is currently looking to align other disciplines 
(track, civil, overheads etc.) and design and engineering with the 
licensed engineer process.

The signal engineer license provides experiential learning 
(on-the-job learning, mentor discussions) and formal learning 
(briefings and forums) for the RTO safeworking, domain, and 
the domain component of product knowledge. Competence is 
assessed through theory, oral, and practical exams.

For example, the signal test engineer practical examination is 
conducted in an off-site equipment room where the candidate 
conducts testing activities in front of an examination board. The 
practical examination simulates the high-pressure environment a 
tester can experience in the field and so it is considered to be the 
best off-line method of assessing a tester’s domain technology 
knowledge and skill and attitudes towards quality and safety.

Rail Industry Worker
The Railway Industry Worker (RIW) competency management 
scheme, administered by the Australian Railway Association 
(ARA), is used by numerous RTOs including ARTC, Aurizon, 
Queensland Rail, Sydney Trains, Country Regional Network, 
Metro Trains Melbourne and V/Line. This section summarises the 
competence requirements of these RTOs in relation to levels of 
proficiency, roles and progression requirements.

Levels of proficiency

The proficiency or competence level categorises the 
RSW certified skill to undertake routine or complex tasks 
independently or under supervision. The proficiency levels that 
are essentially adopted by participants in the RIW program 
(and recommended by TfNSW to Authorised Engineering 
Organisations [3, p13]) are outlined in Table 8 overleaf.

Competency roles and classifications

The requirements for the roles in the technical design stream 
shown in Figure 3 are as follows. The general requirements also 
apply to construction, testing, and maintenance streams.

Assistant Designer: An assistant design level RSW can 
undertake entry level activities (e.g. drafting and initial 
design production) and has a maximum proficiency level 
of 1. The requirements to obtain a proficiency level of 1 
generally include the RSW demonstrating an understanding 
of the subject and having suitable training to support the 
task. The training course requirements differ between 
RTOs, some allowing training to be done in-house and 
some requiring formal training delivered by industry or a 
registered training organisation. An RSW with a proficiency 
level of 1 has unconscious incompetence and so all work 
must be supervised, the level of supervision (e.g. direct, 
indirect, remote or otherwise) depending on the complexity 
of the task and the RSW’s current understanding and 
experience. For Queensland, direct supervision is required 
for engineering services where the supervisor has direct 
and continuous observational experience of the designer’s 
abilities.  For ARTC, supervision is required by a level 3 
person unless a structured work based supervisor/ mentor 
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programme is in place, in which case a level 2 person may 
undertake this function.
Designer: A designer level worker can generally produce 
designs, functional design documentation and conduct basic 
checks in accordance with typical standards and principles. 
The assistant and designer level roles are combined for 
Queensland and limits work to just entry level design, which 
must be directly supervised by an RPEQ.
Design engineer: this role requires completion of a relevant 
engineering qualification and in some cases the degree to 
be accredited at the professional engineer level. Currently, 
an alternative pathway is available to engineers who do 
not have an appropriate qualification by demonstrating ten 
years relevant work experience, and holding membership 
of the IRSE at any grade, holding a current and relevant 
IRSE Licence or having successfully completed a relevant 
rail signalling course. A design engineer can produce 
designs and functional design documentation, and conduct 
final checks in accordance with the typical standards and 
principles.
An engineer with a proficiency of level 2 is deemed to 
have conscious competence and has not fully developed 
professional engineering competence. Complex or novel 
design that requires engineering judgement may be 
undertaken, but it must be done under the supervision of a 
suitably qualified engineer (e.g. level 3, RPEQ).
RPEQ is not a mandatory requirement for the signal design 
engineer role.

The New South Wales signal engineer licence is not currently 
required for the signal design engineer role but is required for 
engineer roles in the construction, testing and maintenance 
domains where the engineer certifies assets.
principal engineer:  this role can typically be obtained 
after ten years, and has an available proficiency level of 3. 
An engineer with this level of proficiency has unconscious 
competence, and must demonstrate in-depth understanding, 
professional attitude and expert skill. These engineers 
are considered to be subject matter experts and are the 
authoritative voice or industry leaders and teachers in their 
area of competence.

Work experience and training logbook
Engineers must capture work experience and training in a 
logbook to support competency claims. This must be sufficiently 
detailed, and supported by evidence, so that an independent 
assessor can understand the extent of work and responsibility 
of each task. Each RTO has requirements on the content and 
presentation of the logbook;  a guide for entries and evidence is 
provided in Table 9.

National competence scheme
The Australian Railway Association (ARA) is leading a national 
competence scheme with industry representatives across 
Australia to align the competence process.  An approved 
national competence approach currently exists for the track 
and civil domain, which provides a common competence 
matrix and understanding of roles and proficiency levels. The 
establishment of a rail signalling national competence scheme at 
the technologist and professional engineering levels is currently 
in progress.

Deficiencies in competence management systems
RTO competence requirements in relation to the statement of 
compliance (SOC) and high-level competence requirements 
(typically a matrix showing requirements for each role) are 
generally well documented. The competence assessment for 
technical knowledge and experience is also well defined, and 
RTOs have been very specific on each design artefact or class 

Level Description Definition 

0 Not competent No certified knowledge on the 
subject.

1 Supervised 
Practitioner

The person has training 
exposure only. Basic skill 
attained related to their 
knowledge and  understanding 
of the work procedures. The 
person requires coaching 
and when performing  the  
competency  must be under 
supervision.

2 Practitioner The person has competence 
to undertake routine work 
procedures independently 
and without supervision. The 
person is also competent to 
undertake complex activities   
under   supervision   of  a 
person holding proficiency of 
Level 3.

3 Expert The person has competence 
to undertake all activities, 
including routine, complex 
works, and in degraded 
and emergency operations, 
independently and without 
supervision. The person can 
coach and lead others and is 
considered a subject matter 
expert.

Table 8 – RIW proficiency levels.

Logbook entry Evidence
Work experience

• Project details (e.g. RTO, 
cost value, high level 
description)

• Role (e.g. design with 
supervision, design 
without supervision, 
check)

• Extent of works (e.g. 
provide new, modify)

• Apparatus type and 
quantity

• Signed plans, reports, 
and certificates

• Closed out defect/ 
corrective action 
registers or stakeholder 
comment sheets

• Meeting minutes, RFIs, 
ECNs

Training

• Course title and 
qualification level

• Training provider
• On the job training 

details

• Certificate of Completion
• Qualification
• Academic record
• Attendance registers

Table 9 – Logbook examples.
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and type of equipment and system.  The negative aspect of this 
specificity is that RTOs need to continually update the SOCs and 
assessment process to accommodate new systems introduced to 
the rail network.

RTO competence documentation in relation to the assessment 
of non-technical competences however is almost non-existent. 
They are not specifically captured in the SOC, competence 
matrix, or assessment guidance documentation. This implies non- 
technical skills are either not assessed, or are assessed without a 
formal transparent guideline and instead are based on opinion. 
Given the competence assessment guidance available, it could 
be argued that, if someone can demonstrate suitable relevant 
experience, then the assessor can overlook whether the person 
has correct understanding, is skilled, and can apply a consistently 
professional attitude to their work activities.

New South Wales signal engineers licence and RPEQ 
prerequisites for certain roles in the competence management 
systems are mechanisms to overcome some of these deficiencies, 
as these processes assess a person’s non-technical competence 
and include broader consideration of the inputs of competence 
such as skill and attitude.

The IRSE Licence
The IRSE Licensing Scheme could be the method to overcome 
many of these competence management deficiencies. The 
scheme sets the UK rail signalling industry benchmark of 
competence with respect to knowledge, understanding, 
experience, attitude, and skill. Licences are required for roles in 
signalling and communications, construction, test, maintenance 
and engineering management. The process is similar to the 
approach for Chartered Engineers, requiring personal accounts 
describing how professional competence is satisfied, but differs 
in that the competence relates specifically to industry roles and 
functions and is underpinned by workplace assessments.

Although the IRSE Licensing Scheme has the capability 
to assess numerous aspects of a person’s competence, the 
Australian rail signalling industry has not adopted it. The concept 
of an Australian-wide signalling licensing scheme modelled on 
the UK scheme was proposed to ARA in the mid-1990s, but 
there was reluctance to adopt it. The rationale was principally 
that it was seen as unfeasible at the time for engineers to hold 
multiple current licences, which would be required for many 
Australians having multiple roles, and secondarily the potential 
costs involved in extending the licence approach to the rest of 
the rail engineering disciplines. Engineers in Australia who obtain 
an IRSE licence mainly do so to allow opportunities for overseas 
employment  or to work on international projects that require 
one.

RECOmmENDAtIONS
Based on the foregoing, here is a list of recommendations for 
graduate engineers to fast-track a career in rail signalling.

• Gain diverse experience in different disciplines, lifecycle 
phases, and possibly organisations.

• Be inquisitive, and don’t be afraid to ask questions.
• Find a mentor who will challenge and support you.
• Be proactive with your learning and development; take 

a holistic learning approach, and try to tailor your work 
experiences to your desired career pathway.

• Recognise the importance of non-technical skills, such as 
public speaking and preparing technical documents, for 
employability purposes and proactively develop them.

• Consider your career aspirations before accepting job 
opportunities. There is an industry skills shortage, so you 
may be faced with the difficult decision of rejecting a 
promotion outside your career pathway. Note that it can be 
challenging to return to a technical stream once you have 
left it, due to a gap forming in knowledge and experience, 
so perhaps a short-term loss may be necessary for a long-
term win.

• Get involved with a professional institution (the IRSE!) to 
broaden your professional network.

CONCLUSION
Qualifications on their own do not directly translate into 
competence. An engineering qualification, particularly at the 
professional engineer accredited level, provides the fundamental 
knowledge, skills, and behaviours that enable an engineer to 
develop industry-specific competence.

Targeted workplace learning and development is required 
initially to address a graduate engineer’s competence gap in 
the areas of domain knowledge and behavioural skills, and then 
to progressively support career role and function aspirations. 
Learning in the workplace is principally experiential. Social 
and formal learning contribute to a lesser degree, but they are 
essential for roles that require engineering judgement, leadership 
and management.

Current legislation and RTO requirements associated with 
competence are inconsistent in Australia. RTO competence 
management systems mostly do not consider the non-technical 
skills and behaviours that affect rail safety work. RTO and 
AEO competence management schemes should be updated 
to reflect the competence required of today’s rail signalling 
system engineer. RTO competence processes and assessment 
criteria must also be transparent, auditable, and where possible 
consistent with other RTOs (particularly for non-domain technical 
competence).

The Queensland RPEQ and IRSE Licensing Schemes have the 
capability to recognise a professional engineer’s competence 
more thoroughly and holistically than competence schemes 
currently in use in the rest of Australia. Assuming the rationale 
for not adopting the IRSE UK Licensing Scheme is still valid, the 
RPEQ concept should be extended across the Australian industry. 
The regulation of professional rail signalling engineering services 
must be done in accordance with a nationally agreed set of 
principles that recognises substantial equivalence of competence 
standards.

This will provide for mobility of engineering resources 
across Australia and should address the risk of competence 
management being treated as a ‘box ticking’ exercise.
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INDUSTRY NEWS
Great Western main line trial of traffic 
management

UK: Thanks to a two-year contract agreed between Network Rail 
and the British signalling and train control specialist Resonate, 
a one-year trial of Luminate traffic management system could 
see reactionary delays reduced by up to 15 per cent on the line 
between London Paddington and Bristol Parkway.

Traffic management systems on the railway manage and monitor 
the flow of trains, identifying conflicts, allowing plans to be 
changed, and so more effectively reduce delays and the impact 
on passengers.

The system takes into account the different types of trains and 
services operating across the network, forecasting their forward 
journey and highlighting any potential conflicts or delay. When 

disruption occurs, traffic management enables real-time re-
planning to happen quickly so that train services can get back to 
normal as fast as possible, minimising delays. This benefits train 
and freight operating companies and passengers alike.

The project to deploy the system has already started. Once 
finished in June 2018, the trial will run for a year until 2019.

Network Rail and Resonate have agreed an innovative and 
ground-breaking way to finance the project so that the cost 
to Network Rail and the taxpayer is minimal and the financial 
benefits will be shared. In practice, this means that Resonate 
is picking up much of the costs to install and run the system. If 
reactionary delays reduce as predicted, compensation paid to 
train operating companies will also shrink and the money saved 
will be shared between Network Rail and Resonate.

http://irse.info/vy0rq
http://irse.info/n15lk
http://irse.info/rlxzd
http://irse.info/76w2v
http://irse.info/y4qwf
http://irse.info/kmct4
http://irse.info/iv3ny
http://irse.info/vl1ey
http://irse.info/gwvez
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Introduction
Current state of backbone communication networks
Since digital technology was first deployed in the railways, the 
demand for backbone communication with high reliability and 
bandwidth keeps on increasing. Western Australia in the 1990s 
used a PDH (Plesiochronous Digital Hierarchy) multiplexer, 
followed by a SDH (Synchronous Digital Hierachy) network using 
2Mb/s pulse code modulation to provide that deterministic 
reliability over the length of the railway.

As new technologies kept emerging, the demand for bandwidth 
kept increasing to a point where the PDH could not provide the 
necessary bandwidth for network services like CCTV, passenger 
information systems and long line public address systems. This 
led to the introduction of Ethernet based IP networks running 
at speeds of 10 Gb/s in parallel to the PDH Multiplexer. The 
reason that the railways chose to retain the PDH Multiplexer was 
because whilst the Ethernet networks could handle the demand 
for high bandwidth, the lack of deterministic properties for data 
routing was a good argument in retaining the PDH Multiplexer 
for mission critical network services like train control which 
requires reliability more than bandwidth. Today we are faced with 
the problem that both PDH and SDH technologies have reached 
obsolescence.

With the emergence of communications-based train control 
(CBTC), the field interlocking is replaced with a centralised 
interlocking controller and train detection is no longer done 

through track circuits, but with 4G (4th generation) digital 
radio base stations transmitting vital information back to 
the centralised interlocking controller. Now the backbone 
communication network is faced with the challenge of providing 
high bandwidth and high reliability for vital signalling systems. 
Latency on the backbone communication network could now 
lead to a wrong side failure or delay to train operations.

To meet the demands of high bandwidth and reliability for 
CBTC, some railways are investing in a third parallel network 
which is a packet switched deterministic networking solution 
called Multi Packet Layer Switching (MPLS), thereby combining 
the benefits of both Ethernet and the PDH Multiplexer. In 
simplistic terms this means an additional, more expensive box in 
the field to cope with the demands for CBTC.

Whilst it was acceptable in the past to have a safety integrity 
level (SIL) 2 or SIL 0 centralised control system because the 
interlocking in the field was SIL 4, with CBTC it is essential to 
have a centralised SIL 4 system for issuing movement authorities.

This puts an added importance on the transmission system 
because if there are delays in the transmission or errors in the 
data packets the safety of the signalling system is compromised. 
EN 50159  [1] specifies that: 

“If the safety related electronic system involves transfer of 
information between different locations, the transmission system 
then forms an integral part of the safety related system and it 
shall be shown that the end to end communication is safe in 
accordance with EN 50129.”

It is also for this reason that railways invest and build private 
communication networks. 

Future demand for railway communications
Besides rail operations and throughput, it is predicted that 
passenger experience will be a significant driver of innovation in 
the rail industry. 

According to the International Transport Forum, by 2050 
passenger mobility will increase by 200-300% [5]. This will 
require real-time analysis and monitoring putting pressure on the 
backbone transmission system to handle big data at faster rates. 

The following are just a few examples of future passenger 
services competing for faster big data handling capabilities from 
the backbone communication system:

1. Station congestion monitoring for better crowd handling.
2. Platform trip or fall detection systems interlocked with train 

braking; particularly useful in driverless metros.
3. Real time train delay notification and timetable updates.
4. Cashless ticketing systems.
5. Internet of things.
6. Passenger internet access.
7. E-commerce for station stores.

Railways are always increasing the number of network services 
to cope with emerging technologies. A quick fix solution that 
railways currently adopt is to deploy parallel networks over the 
communication backbone system to cope with the demand 
of emerging technologies like video analytics in closed circuit 
television cameras, Long Term Evolution 4G digital radio and 
communications-based train control. This basically means 
adding a new box each time a new network service is required 
and the funding comes on top of the operational costs for 
maintaining the railway in the form of capital expenditure for 
an information and communications technology refresh.

The drawbacks with these hardware-based solutions are:
• The hardware rapidly reaches end of life.
• They require reiteration of the design-integrate-deploy 

cycle with little or no revenue benefit.
• They require operational outages for deployment of 

changes or upgrades.
Telecoms service providers who are faced with the same set 

of problems every time there is a new network service to be 
launched are embracing the virtualisation and automation 
trends in information technology to perform network functions 
which are traditionally provided by hardware such as routers 
and switches. The aim of this paper is to show how these 
software defined networks (SDN) can benefit the railway 
networking environment to cope with constantly emerging 
technologies and become the platform for innovation.
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Passengers will expect certainty in terms of time, therefore 
accurate, real-time information will be the key. Figure 1 from this 
report shows one graphical representation of these additional 
services.

Thus with the emergence of new technologies, the demand for 
bandwidth and reliability on backbone communication networks 
keeps on increasing and pushing the railway towards investing in 
a carrier-grade network.

Challenges faced by telecoms service providers and 
carriers
The telecoms industry is already facing some of these challenges 
today and requires a solution now. With the emergence of smart 
phones and 4G, telecoms service providers have to grapple with 
handling big data so that each customer can have a personalised 
experience on the telecoms service provider’s network, such as 
a mobile phone plan where customers can pick and choose the 
services they want.

To cope with new network services new hardware had to be 
installed on the backbone communication network. However this 
is not the ideal solution due to the obvious costs associated with 
deployment of new hardware.

Parallel networks not the ideal solution
Addition of parallel networks to cope with emerging technologies 
is something that is happening at a faster rate, in the order of 
every four - five years. This presents the following problems for 
telecoms service providers and modern railways:

1. Finding capital to invest in the new technologies.
2. Finding space and power to accommodate a new box each 

time the technology changes.

3. Up-skilling of staff to design, install and maintain new 
complex hardware on the railway.

4. As innovation accelerates in modern times, the hardware 
becomes obsolete very fast, putting additional funding 
pressures for network upgrades.

Software based solutions are the answer
Telecom service providers are now looking at software running 
on computer servers to perform network functions. Leveraging 
from the IT industry’s virtualisation and automation trends, there 
is great benefits in coding different network functions in virtual 
machines within a single computer server.

Use of software to define network functions provides the 
following benefits:

1. Reduced equipment costs and power consumption through 
consolidation of networking hardware.

2. Faster deployment times as changes and upgrades are only 
software based; this means the network becomes ready for 
the challenges of emerging technologies.

3. Services can be rapidly scaled up or down based on demand; 
network service settings like quality of service (QoS) can now 
be modified centrally.

4. Software based network solutions also expand the market to 
software developers instead of pure hardware manufacturers. 
Therefore the railway is not confined to type approving a new 
product each time there is a need to update the backbone 
networking technology. Instead only software testing and 
validation is required through the process defined in EN 
50128 [3]. Therefore type approval is not limited to the 
product lifecycle because the software version is the main 
focus of the type approval.
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Figure 1 – One view of rail services in 2050. Figure © Arup [5].
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What is software defined networking in a 
nutshell?
Viewing the simple network device from a system 
point of view
Network device functionality can be grouped into two sub-
systems, namely the control plane and the data plane, shown in 
Figure 2.

The control plane consists of the network architecture and 
the routing protocols and rules for how packets from different 
applications are to be treated such as Label Distribution Protocol 
used in MPLS.

The data plane is the proprietary hardware within a particular 
router or switch in the network that actually transports the 
packets from one hop to another such as network address 
translation tables in the router hardware. 

Replacing the control plane with software defined 
networking
Most network routers and switches use a commercial off the 
shelf (COTS) microprocessor for carrying out the functions of the 
control plane. 

SDN replaces the function of the control plane with software 
running on a centrally located computer or server called the 
SDN Controller. Therefore in SDN territory, whenever there is a 
change in routing protocol or rules, this can be done on the fly by 
updating the software on the computer or server.

With SDN, changing network connectivity from either layer 
1, 2 or 3 can be done simply by updating the software on a 

Data Plane

Control Plane

SDN Controller SDN Controller

Network Device Network Device

Network DeviceNetwork Device

Figure 3 – Control plane functionality.
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Figure 4 – Network function virtualisation.
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Figure 2 – Control plane and data plane.

centralised server because the control plane is no longer a 
distributed protocol, requiring updates or upgrades for each 
device in the field. This is shown in Figure 3.

All of a sudden the backbone communication network is starting 
to look more adaptable to the needs of emerging technologies 
as the handling requirements for each type of data packet can be 
better managed in a centralised server through software.

Taking it a step further – network function 
virtualisation 
Leveraging the virtualisation trend in the IT industry for servers, 
we can now use virtual servers to perform auxiliary network 
functions like network management, firewalls and storage of 
network address tables. This is shown in Figure 4.

Change and disruption management on the network
The diversity of the control plane and data plane means that the 
data plane can continue routing network service traffic as normal 
even after the control plane is taken offline. The data plane will 
route traffic based on the last known command from the control 
plane.

In simple terms, this means that when the control plane is taken 
offline for testing and commissioning a new configuration or 
network service, the disruption to existing network services is 
minimal or virtually non-existent.

Traditional hardware based networks require months of planning 
to organise network disruptions to implement changes and 
upgrades. Sometimes these network disruptions lead to loss of 
revenue due to the railway being unable to run trains when there 
is a network outage.

Next step – developing the software for SDN language 
and platform
Presently the Open Networking Foundation (ONF) has developed 
an open standard protocol called OpenFlow for implementing 
SDN. 

Besides OpenFlow there are several other application 
programming interfaces (APIs) for management of SDN solutions 
like OpenStack, OpenNaaS or Open Grid Forum’s Network 
Service Interface. 

Besides the open source standards, certain hardware 
manufacturers have seen the potential and have developed their 
own SDN APIs to work with their products such as Cisco’s One 
Platform Kit (OnePK) and Juniper’s Junos SDK.
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Fitting it all in the world of railways
Rail software developers use the CENELEC Standard EN 50128 
[3] to ensure safety and reliability of the code.

The same can be applied for SDN applications where vital data 
is required to be transmitted. The software developer can now 
construct a requirements specification for the SDN controller to 
handle certain data from vital safety systems with higher priority 
versus data from non-vital systems.

Instead of traditional QoS and port priority settings on the 
field network device, the software developer can now prepare 
use-case diagrams and requirement traceability matrixes to show 
how data from vital systems are to be handled, and how custom 
routing protocols are developed in SDN.

Therefore now there is a lot of visibility and much more control 
of the network controls than was previously possible with 
hardware based solutions.

Long term benefits of SDN on railways
Now imagine if a new network service is to be installed on the 
railway. Previously this would require design, procurement of 
hardware and installation on the live system requiring an outage. 
With SDN this is reduced to a simple configuration update from a 
centrally located server.

Network alarms and faults can be displayed in a user friendly 
graphical user interface making it easier and faster to identify and 
fix network faults. In a conventional network this would be harder 
to diagnose and maintenance personnel would have to travel to 
different sites to diagnose system faults.

Therefore while it may appear that the upfront investment and 
development costs are high, the real gains are in operational 
costs and cost savings from performing updates or upgrades 
almost on the fly and during operational hours, simply because 
the network controller is now centrally located and is software 
based.

Due to the centralised SDN controller, fault finding and fault 
management becomes faster and simpler. Using software and 
virtual machines separate fault servers can be created to log 
network faults. 

User friendly graphical user interfaces can be created to analyse 
faults faster than was previously possible with distributed network 
devices.

business drivers for SDN – railway applications
There are hard dollar savings in the operational expense 
associated with adoption of a SDN network. These savings come 
from savings in real estate, power, cooling and cabling.

Long term cost savings for the railway industry comes from fault 
management and change management to cope with emerging 
technologies and addition of new network services. 

Change management on an operational railway network is a 
costly exercise. When a railway is facing a decision to upgrade 
the existing telecommunication infrastructure very often the 
change management will have to go through the following 
stages:

1. Completion of a technical study.
2. Business case to justify the funding.
3. Approach the market for a solution.
4. Design.
5. Construct.

6. Test and commission the system.
7. Approval for service outage in order to enter to service – This 

is generally the hardest part, as rail operators do not easily 
give approvals for network shutdowns.

The above mentioned stages are time consuming and once the 
cycle is completed, the full benefits of the technology cannot be 
achieved, as the electronic components, or in some cases the 
technology itself may reach its useful life, thus the cycle begins 
again. 

In an SDN network, changes can be done very quickly as they 
are software based and the cost and time to implement new 
network services becomes reduced. 

Run your business more efficiently – the centralised 
SDN controller
The SDN Controller is the brains of the network and it is centrally 
located, this means that railways will have reduced maintenance 
overhead costs associated with having technicians located at 
different sites to reduce travel times to fault locations.

No vendor lock-in
Because the SDN Controller is a PC based server that runs the 

network control software, the railway is no longer locked in with a 
particular type approved vendor for networking equipment. This 
means that the problems faced with railways today in dealing 
with equipment becoming obsolete no longer exist. Not being 
locked in to a particular vendor also enables the railway to go to 
the market looking at a broad range of vendors to get a better 
price.

The network solution is now open to software developers and is 
no longer limited to manufacturers of hardware.

However, it is recognized that proprietary SDN solutions which 
are vendor specific will continue to play a role in the market for 
clients who are seeking customized features. 

Time and cost associated with up-skilling of field staff
Transition to new technologies requires up-skilling of site based 
maintenance personnel, sometimes to the point where personnel 
with engineering degrees are required on site for maintenance 
because of the complexity of the system. In a distributed 
networking solution, more of these highly skilled staff would have 
to be employed on site to cope with emerging technologies.

Because the SDN Network is software controlled and typically 
through a single platform the system stays the same, but the 
software keeps evolving to the needs of the business. 

Subsequently the training needs can be better targeted at 
the system level so that staff can develop the core skills for 
maintaining the SDN controller which remains as a constant 
element of the system, while the field networking devices could 
change and evolve as the business grows. Traditionally training 
has focussed heavily on the hardware and staff would have to be 
retrained every time there is a vendor change or even a model 
update within the same vendor.

With SDN the complexity of the network is in the software 
running on the centrally located SDN controller. The field devices 
are basic network switches with no complex configuration 
thereby eliminating the need to have highly trained networking 
and software engineers in the field. Therefore the railway now 
has the ability to move the maintenance and operations of the 
network to where personnel who are better suited for the task are 
located, versus having to locate them on site.



IRSE NEWS |  ISSUE 236  |  SEptEmbER 2017 17

Better network management – agile and responsive 
networking
The software-based nature of the SDN controller makes it 
more agile to the changing needs of different network services. 
For example, if the latest on-board automatic train controller 
configuration has to be downloaded when the train is stopped at 
a station, the network traffic flow can be modified to prioritise the 
configuration download request over the CCTV footage from the 
station.

This gives the operator the capability to better manage network 
traffic flow to meet the changing demand.

Improved network security
Network security can be maintained by configuration of private 
virtual local area networks (VLANs) so that data from one network 
cannot enter the other. The SDN Controller can be configured 
to monitor suspicious data packets and shut down the particular 
VLAN, without affecting other networks.

Setting up of VLANs is not new technology and can be done in 
a regular Ethernet network, but the dynamic ability to monitor 
traffic on the different VLANs and shut down affected VLANs is 
something that is unique to SDN.

The firewall and encryption settings all reside in the centrally 
located SDN controller and can be updated at any time by the 
network manager to address specific threats.

Ability to cater for different types of traffic on a 
common platform
Previously railways operated parallel networks such as PDH 
multiplexer and Ethernet or MPLS and Ethernet to get the 
benefits of a high availability, low latency deterministic network 
for vital network service traffic and a high bandwidth non-
deterministic network for non-vital network service traffic.

With SDN there is no need for multiple types of networking 
hardware in the field to cater for the different types of traffic. 
The software in the SDN controller can be configured to 
manage data packets from the different network services either 
deterministically or non-deterministically, giving more options to 
the user group who can choose to customize the data flow to fit 
their application requirements. 

In simple terms, the SDN controller can be configured to ensure 
that critical services like signalling always take the same path for 
networking.

Ability to apply railway RAMS in the networking 
software
As the networking software is user configured and not a 
proprietary configuration inside the networking hardware, we 
can use CENELEC Standards like EN 50128 [3] and EN 50126 
[4] on the SDN controller software to define a level of SIL for the 
handling of safety critical network traffic. Previously this was not 
possible because there was no visibility of the network device’s 
control plane configuration and railways would only type approve 
a network device based on its application and performance 
history on other railways.

Case study – East Japan Railway Company 
The challenge
Railways in Japan are a major means of passenger transport and 
a railway station such as Tokyo Station is equipped with a large 
number of networks. Usually when a new service was required 
a separate network was built to cater for that particular network 

service which led to complexities in cable management and 
inflated timeframes for maintenance or upgrades to the network.

As the physical network required an outage for implementation 
of changes, the window for carrying out the works was after 
the last train has left the station until the first train arrives in the 
morning.

These parallel networks introduced the same problems as 
discussed above.

The solution
JR-East took a decision to bring all the different networks into a 
common network and call this the ‘Common Station Network’. 
An SDN solution was adopted.

The results
By leveraging the SDN solution, JR-East has successfully 
improved the quality of service at Tokyo Station. With SDN the 
cause of a fault, should it occur, can immediately be discerned 
using a user-friendly graphical user interface.

Updates to the system can be done on the operational system 
through careful design of the software and installation of 
updates.

As the SDN can be configured centrally any time to create 
separate VLANs, JR-East is trialling a new passenger congestion 
system to detect passenger congestion in the concourse and 
train platforms using IP cameras in the station. This system 
will give updated information on tablet PCs carried by station 
personnel to better direct the flow of people in the station. 
Previously to implement such a system would require installing 
a separate network and an outage of the running network to 
complete the installation works.

Results from the installation at Tokyo Station proved to be 
beneficial enough to justify the roll-out of the SDN based 
Common Station Network across all 36 stations in the Yamanote 
Line Area of Greater Tokyo.

The main selling point for the roll-out is the ability of the 
backbone communication system to respond quickly to changes 
in the station environment. No longer is it necessary to wait for 
the station to shut down to carry out configuration changes on 
one of the parallel networks.

Another benefit is that there is more control of network paths 
and routing protocols to optimise the use of bandwidth by each 
network service and provide stable network services.

Future considerations for SDN in the railways – 
Where to from here?
The concept of SDN has proved that the future of networking 
will be defined by software and there are several products that 
bring this concept into realisation such as Cisco OnePK, NEC’s 
Programmable Flow, IBM and many more.

There is still work to be done in developing protocols and 
standards to make SDN a software based solution that is not 
proprietary hardware dependent.

From a railway’s perspective, work can be done in the area of 
developing specific SDN software that follows the process for SIL 
rating, so that the SDN can be used in safety critical applications 
like CBTC and transmission of movement authorities.

The advantage of having networking software that is SIL rated 
will eliminate the need for special hardware boxes to encrypt vital 
signalling data in the field and transfer it over the transmission 
backbone network.
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For example, to upgrade a legacy signalling equipment for 

CBTC applications, a hardware based protocol converter is 
required in the field to convert the protocol of the legacy 
equipment to a protocol suitable for SIL 4, such as the UNISIG 
Subset-098 protocol for ERTMS/ETCS radio block centre 
communications [6].

Instead, the existence of SIL rated software used for SDN, 
eliminates the need for the separate protocol converter 
hardware. The protocol conversion can be built directly into the 
networking software.

It is features like these that are very specific to railways which 
need to be developed to make SDN the preferred networking 
technology for CBTC and other vital rail systems.

Even with today’s standard block signalling applications, there 
is legacy hardware installed in the field only because there is no 
replacement product that can communicate in certain proprietary 
serial protocol for train control applications.

However SDN can be used to provide that facility to translate 
and package signalling data in whatever protocol required.

In SDN the user has visibility and control on the networking 
software and can define this software to be safety critical 
following the process of SIL rating described in EN 50128 [3]. 
No longer is packet translation and routing protocol proprietary 
software inside a proprietary piece of hardware.

Conclusion
Bringing the control plane functionality out of the network device 
and into a centrally located PC based server with software allows 
the network control to build on innovations in the IT and cloud 
based architecture. 

For this reason telecom service providers and large data centres 
have embraced SDN technology so that the backbone network 
has the agility and flexibility to cope with changing demands of 
network services.

This paper has shown that historically railways have gone down 
the path of parallel networks each time a new network service 
was required. This has introduced challenges for installation and 
maintenance. At a higher level the time taken to design and 
deploy parallel networks introduces problems of obsolescence of 
hardware immediately after deployment.

SDN provides railways with a common platform for vital and 
non-vital telecommunications while providing greater visibility of 
network traffic.

A common network which is software based in the form of SDN 
gives the railways the flexibility to adapt to changing needs of 
the network and at the same time have additional capacity to 
cope with the requirements of new and emerging technologies.
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Judith Ward
Professional Development Manager IRSE

How well are you LinkedIn?

With the increasing use of LinkedIn professional services for us to 
create and maintain our professional networks, Judith Ward gives 
us a few tips on using it.

Many of you, like me, may thought that LinkedIn was a social 
media fad (remember Friends Reunited?), but no, love it or loath 
it, it does seem that LinkedIn is here for a while longer!  

What is it?  
LinkedIn is the world’s largest professional network with over 20 
million members in the UK, and more than 400million members 
across the globe .

Why use it?  
We create networks naturally, through talking to people we 
meet – at meetings, at the water cooler, waiting for the lift or 
even waiting for a train.  However, some of us aren’t very good at 
keeping in touch when we, or others, move on in our careers.  

Sometimes forming and maintaining relationships with people 
‘just like us’ who are convenient to know doesn’t always give 
breadth and diversity into projects bringing in innovation .  

LinkedIn provides the opportunity for us to have our contacts’ 
most up-to-date details (company, job title, etc) and to share 
professional thoughts and successes.

How to use it?  
Firstly set up your profile:

• Include your name as you are known at work (‘Judith Ward’ 
rather than ‘Judith W’ or even ‘JW’).

• Add a photo so that people will recognise you (a professional 
image, not a lovely photo of your children or pet).

• Add in as much ‘career history’ as you feel comfortable 
sharing with others (brief details from your CV with dates).

• Add in as much other information as you feel comfortable 
sharing with others (your school/college, voluntary 
experience, skills, accomplishments, etc).

• Check your privacy settings – start with the tightest settings.
• LinkedIn will encourage you to import your email contacts 

and will automatically send them invitations to be your 
contact – only do this if you are comfortable (for example you 
might not want to import contact details for your personal 
friends and family).

• Go for it – Put yourself into the networking world…

then what?
• Why not follow IRSE’s LinkedIn page?
• Follow your employer’s LinkedIn page.
• Start by connecting with some of your colleagues and people 

you have met recently.  Did you know that if you connect 
using LinkedIn on your PC, then you can personalise your 
request to connect – this isn’t available on the App? (Saying 
“we met at the xx meeting last week” sounds much more 
professional than the standard LinkedIn words of “xx wants to 
connect with you” – who, why, when did I meet them???)

• Don’t be offended if people don’t accept your invitations to 
connect with them – They might not remember or recognise 
you, they might not know you or they might not use LinkedIn 
very often.

• Don’t feel obliged to accept invitations!  Do ask yourself 
whether you know them and why they want to connect with 
you.

• Look for ‘groups’ which you might be interested in – 
particular specialist knowledge to share.

• Your home page will start to be populated.  Yes, there will be 
annoying adverts.  Yes, there will be people advertising roles 
in their own organisations.  There will be useful comments 
about projects and jobs.  You can even post your own 
thoughts and views (remember, like all social media, articles 
can spread beyond your own network through ‘likes’ and 
‘comments’).

• Change settings if LinkedIn is emailing you more than you 
want.

Summary
LinkedIn is a professional network providing an opportunity to 
connect with, and keep connected, with many internationally and 
locally.

You don’t have to use it!  If you do, then it can be as much as 
you want to – keeping up with close contacts only or many who 
you have met and worked with in your career.  You may find 
people who can assist you in resolving problems in projects.

As with everything on the internet, keep your personal data and 
details secure and only share the information you wish to.

People: your colleagues 
and other useful 
contacts

Companies: your employer, the 
Institution of Railway Signalling 
Engineers, other companies whose 
work/projects you are interested in

Groups: groups of people with 
similar business or technical 
interests

Find your way around your LinkedIn home page.
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Control room integration and innovation
Paul Darlington CEng FIET FIRSE

In the rail industry digital technology is being used to integrate 
and provide additional innovative facilities in control and 
communication centres.  Other transport industries and public 
safety control centres are also embracing digital system 
technology, and some of the functionality developed for other 
control systems may be appropriate for rail.  

These solutions include air traffic management (civil and military 
air traffic control, air defence) and public safety & transport 
(police, fire and rescue services, health, and maritime traffic). The 
primary goal of any control centre provided for safety related 
activities is to protect individuals and goods from harm or injury. 
Fail safe connectivity, high availability, connection set-up in 
milliseconds and user-friendly design are therefore important 
requirements. The key to success is to use IP technology-oriented 
with a strong focus on innovation and integration. 

Integration is the key
Historically any centrally located control room functioned with 
controllers sitting at desks provided with voice telecoms facilities 
and supported at best with paper files of information, procedures 
and plans. With increased centralisation and the size of controls, 
standalone telephones were first replaced with keyboards and 
later touchscreens with processor based systems. Touchscreen 
systems allowed many pages of virtual keys to enable direct line 
or dial up voice connections to other controls and individuals. 

Until recently however most control rooms relied on volumes 
of A4 binders of supporting information, or separate IT systems, 
with the controller being the integrator of all the information 
required to manage any decision. Increasingly though the 
development of centralised controls has resulted in the 
integration of voice communications with data systems, so that 
the system becomes the integrator and allows the controller to 
concentrate on his prime function of decision maker. 

However, the amount of information a controller requires is 
becoming ever greater and operational control via display screen, 
mouse or touchscreen is becoming ever more complicated. 
Solutions are now available that enable all the information to be 
retrieved on an electronic map, or to instigate action at the tap of 
a finger. 

Air Traffic Control (ATC) 
An example in the UK is the Frequentis voice communication 
systems in airports, along with the Air Traffic Control (ATC) 
voice communications at the London Area Control Centre at 
Swanwick, and the Electronic Flight Data (EFD) system for the 
Oceanic Centre at Prestwick. A feature of the EFD system is the 
replication of the traditional paper strip aircraft identification with 
a touch screen. This provides a real time recorded audit trail of all 
decisions made.

For the military, a similar system is provided in networks for both 
the RAF and Navy. The RAF system consists of over 200 operator 
positions across 19 country wide sites. It is an integrated role 
management system, providing secure and clear communications 
channels. The Royal Navy system provides fully integrated 
communications across eight sites, which range from one control 
room position up to 41 positions. Both systems are designed to 
be supported for a minimum of 15 years.

The maritime sector includes the Ports of London Authority 
(PLA) control centre at Gravesend and the Thames Barrier, where 

integrated voice control switches combine both telephone 
and VHF radio communications on user friendly integrated 
touchscreen displays. 

Public safety systems include voice communications for the 
control centres of: North Wales Police, Metropolitan Police 
Service, Police Scotland, City of London Police, Sussex Fire & 
Rescue Service, Essex and Bedfordshire Fire & Rescue Services, 
Cambridgeshire and Peterborough Fire Rescue Service, Tyne 
& Wear and Northumberland Fire Rescue Service, North West 
Region Fire Rescue Services - Greater Manchester, Cheshire, 
Lancashire and Cumbria. 

The Metropolitan Police Service system includes an Integrated 
Communications Control System (ICCS) supporting over 50,000 
integrated CCTV cameras together with an Automatic Personnel 
Location System (APLS). This is the largest control and command 
system in Europe with over 500 working positions. In the 
event of receiving an emergency call a control centre operator 
is presented with the call on a touch screen, together with 
supporting information. Once the location of call and incident 
has been confirmed, the touch screen shows the location of 
all supporting infrastructure and personnel. This could include 
CCTV cameras, foot patrols, vehicles, specialists, helicopters etc. 
The operator is then able to quickly view the available cameras, 
talk to all supporting personnel, and access any supporting 
data. The system integrates all the resources available, allowing 
the operator to communicate, make decisions and deploy the 
resources efficiently. 

The Home Office Emergency Services Mobile Communications 
Programme (ESMCP) is responsible for replacing the current 
emergency services communications network across the UK 
with a next generation communications system, known as 
Emergency Services Network (ESN). This will provide coverage 
for all three emergency services (police, fire, and ambulance) 
and other public safety users. ESN will provide emergency voice 
and broadband data services with appropriate coverage, public 
safety functionality as well as appropriate security, resilience and 
availability.

ESN will use Long Term Evolution (LTE) technology, which is 
also likely to succeed GSM-R in rail. ESN will provide increased 
data capability as well as voice communications, compared to 
the current emergency services radio systems. The ESMCP will 
be the first large-scale implementation worldwide of this type of 
solution and includes the upgrade of the existing system, which 
has been fully operational since early 2007. This will be achieved 
by the introduction of a Unified Trunked Radio Gateway (URG), 
which once deployed will allow users to operate freely on both 
the current system and ESN, within coverage areas throughout 
the period of transition. It will also provide seamless integration 
with the existing CCTV and voice systems and handle in excess of 
five million radio calls per month. 

The URG is a modular, scalable and high availability gateway 
that connects networks, radios and dispatcher terminals from 
different manufacturers together. It provides communications 
continuity, while delivering the functionality offered by different 
manufactures to and from control rooms. Examples being: 
group calls, private calls, emergency calls, text messages, status 
messages and event monitoring. URG is already deployed in 
German North-Rhine Westphalia providing centralised control for 
sixty fire service control rooms.
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Control tower CCtV 
Within the air transport industry ground and approach 
movements are generally controlled from traditional control 
towers, with controllers having visual and voice contact with 
all aircraft. For regional airports, the variable workload can be 
inefficient and uneconomic, with in some cases hours between 
flights. A number of companies are developing and providing 
remote control ‘towers’ linked to a number of regional airports 
via high resolution CCTV systems. The controller is provided with 
large high resolution monitors, allowing comprehensive real time 
visual viewing of all aircraft movements. This is supplemented 
with integrated voice communications and other supporting data 
sources. 

High availability and resilience to link failures is a requirement, 
just as in rail. The systems are designed to make the controller 
feel as if he is actually sitting at the local airport, rather than 
hundreds of kilometres away.  London City Airport will be the 
first UK airport to install a digital air traffic control tower which 
will be operational in 2019. Provided by Saab the new tower with 
14 High Definition cameras and two pan-tilt-zoom cameras will 
provide a full 360 degree view of the airfield at a level of detail 
greater than the human eye. The images of the airfield and data 
will be sent via independent and secure fibre networks to a new 
operations room at the NATS control centre in Swanwick. From 
Swanwick, air traffic controllers will perform their operational 
role, using the live footage displayed on 14 HD screens that form 
a seamless panoramic moving image, alongside an audio feed 
from the airfield.

MEVA (Mejoras a los Enlaces de Voz ATS) translates to 
“Improvements to air traffic service voice link” and is a common 
air traffic control network covering Caribbean States and 
territories. The Pan-Caribbean MEVA network comprises of 15 
Regional Caribbean States/Territories and 18 sites across Central 
Caribbean, Central and Latin America. MEVA is compliant with 
international civil aviation standards and supports the phased 
transition from legacy communications in Latin, Central and 
North America to new and improved protocols.

Integrated rail control
Throughout most rail networks there is a need to centralise and 
streamline railway operations, with local or regional controls 
replaced by larger centralised controls.  

In order to provide operational incident management requires 
defined roles and responsibilities within the larger control areas. 
The loss of local know-how needs to be mitigated with better 
communications, support systems and coordination to efficiently 
manage incidents.  

An incident and emergency management process must be 
able to address: operational incidents (accidents, suicides), 
Infrastructure failures (signalling, level crossings, track, structures, 
rolling stock), security incidents (bomb threats, security threats at 
stations or on train) and crisis situations (flood, storm, fire). There 
also needs to be an audit trail with reporting requirements for 
railway safety management.

An example of the type of systems described earlier is the 
Frequentis Railway Emergency Management System which 
provides the tools required for incident and emergency 
management. As well as providing voice communications the 
system guides the incident manager through the resolution 
process, with dynamic, workflow-based, time-critical incident 
handling information and data.  

For example, if an incident occurs to block a route between two 
locations the system will provide the incident controller with all 
information, contingency plans and voice links to manage the 
incident without reference to A4 folders or separate IT systems. 
This could include replacement bus services being automatically 
deployed after a few clicks or touches to a screen.

The system enhances the incident manager situational 
awareness and supports near real-time information distribution 
and audit trail recording. It has already been deployed in two 
European rail networks and is under consideration internationally. 
It is an excellent example of using digital technology to enable 
the system to do the integration, and the controller to focus on 
the decisions required to restore service. 

Examples of integrated control rooms from civil aviation. Top, remote air 
traffic control tower CCTV. Above, touch screen replicategin traditional 
paper strip aircraft identication. Photos Frequentis.
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Common shared networks for signalling 
applications
Lee John Allen CEng MIET CMgr AMIRSE
Principal Project Engineer – Telecommunications, Transport for London

This paper presents some personal views and thinking about 
the future of transmission networks for signalling and signalling 
control systems on London Underground and other metro railway 
operators. The paper asks the question whether it is possible to 
migrate to a Common Shared Network (CSN) both wired and 
wireless that can support multiple networks with varying service 
level requirements belonging to other railway and non-railway 
users.

The paper will also consider whether it is just about winning 
over the doubters or if there is a real technical challenge to 
be managed, leading to a question of when, rather than if, a 
common shared network can be implemented.

Whilst this topic has in the past been seen as controversial, the 
paper has been written with the intent of opening the debate to 
the wider railway industry, to aid a future networking strategy for 
signalling and other railway and non-railway systems.

background/History
Traditionally London Underground built island transmission 
networks to serve their new or upgraded signalling and signalling 
control system. In my experience this is due in part to the lack 
of available or accessible existing networks or services; however 
it is also due to the belief that a signalling system must have 
a closed network, to preserve the safety and integrity of the 
signalling system. However if signalling systems are designed to 
fail safe then does it matter if it is an island or a shared network? 
Can shared networks be secure, reliable and available enough to 
meet the requirements? European standards like BS EN 50159 
have been around for a while that enable this approach.

The use of the term ‘closed network’ in the context of this 
paper means a network designed and built by the signalling 
supplier/contractor for the sole use of the signalling system. It 
is understood that there will be defined entry/exit points within 
the network for customer information and data warehousing, 
however these connections are normally protected by a 
demilitarized zone using data diodes and firewalls etc.

Typically the contracting and delivery model for signalling 
systems is an integrated telecoms and signalling design, supplied 
by the signalling contractor as part of design and build contract 
for the whole system. But is the signalling designer really best 
placed to design a telecoms network?

It is often suggested that there is a difference between vital and 
non-vital signalling data and that whilst non-vital could possibly 
use a shared common network vital couldn’t, because of the 
criticality of the data and the risk to the system and operational 
railway, however I would like to argue that data is data and that 
once you have established your requirements and service levels, 
any data however vital or critical could use a shared network used 
for other railway operational purposes.

As a telecoms engineer with signalling experience and 
knowledge I have been involved in four major signalling 
upgrades and on each occasion we have built an island network, 
but why? To a telecoms engineer it is illogical to build multiple 
island networks which are expensive to build and then operate, 
administer and maintain. A shared or common network would 

be more flexible and 
scalable and also more 
cost efficient, so why isn’t 
this the first option to be 
assessed or the default 
and norm?

Signalling systems and 
the networks that support 
them have evolved 
significantly in recent 
times, there is no longer 
a need to have dedicated 
copper connections from 
the vital interlocking to 
the individual wayside 
assets, most modern 
signalling and associated 
control systems are built 
on standard commercially 
available networks.

I have seen myself 
where moving towards 
a networked solution, 
whilst balancing safety 
cases has resulted in an 
inefficient design. In one 
such case we needed to 
replace very long copper 
point to point links from 

the vital interlocking to the wayside assets and negate the need 
for repeaters, so like for like fibre links were used with optical 
transceivers, which resulted in hundreds of fibre cores. This 
seemed crazy when a simple network could have been designed 
which would have required a significantly smaller number of fibre 
cores.

Another issue with these island networks is their accessibility; 
inevitably they run from equipment room to equipment room 
and are integrated with the signalling equipment racks, making 
it difficult to access for other users. Could more be done to 
share fibre cables and even cores, once you have decided to 
install fibre the incremental cost of installing more cores is minor. 
However where investment is needed is the extraction of the 
fibre cores to a common area or meet me box, which protects the 
signalling system from interference but allows fibre cores to be 
accessed by others.

Operator technical standards will often call for spare capacity to 
be provided within cabling and systems, sometimes requesting 
50% spare capacity which provides an excellent opportunity for 
future expansion. However interpretations of these requirements 
often means that whilst the capacity is theoretically available 
the design of the system makes accessibility so difficult that it is 
almost impossible or too expensive to utilise.

Invariably the signalling upgrade programme will be working to 
tight milestones to enable performance benefits to be realised as 
quickly as possible and as a result providing additional telecoms 

Inefficient use of fibre, two fibres per 
wayside asset.
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capability will be seen as a distraction or a risk to delivery. This 
can’t be allowed to continue, there must be a way of building 
a network for the future, either in advance of the signalling 
upgrade or incrementally as part of it?

Historically our signalling and associated control network 
requirements have been delivered through vertically integrated 
networks, typically specified, designed and built wherever the 
need arises. This often results in duplication of systems and cable 
networks, which is inefficient and wasteful. This silo approach to 
network engineering is outdated and more thought needs to be 
given to open architectures and shared infrastructure.

Most signalling upgrades deploying modern signalling systems 
like communication-based train control (CBTC) rely heavily on 
modern commercially available networking and wireless radio 
equipment, which often goes life expired or obsolete before the 
signalling system is commissioned into revenue use but what 
if the signalling system was just an application running over a 
telecoms network?

Understanding the need
As engineers we tend to find the right technical solution without 
understanding first the requirements, most modern signalling 
systems tend to require low data rates, so why do we keep 
building dedicated island networks for a single purpose? Why 
not share common infrastructure, in theory the utilisation will be 
significantly less than any other user?

If we can migrate and build a common shared network we can 
eliminate duplication of equipment and cabling, thus freeing 
up network capacity for other uses which may otherwise not be 
provided due to high implementation costs, for example you 
could provide condition monitoring of assets using spare fibres.

What are the basic requirements for a signalling transmission 
network; in my opinion it is to support centralisation of signalling 
and service control meaning that we need highly reliable and 
available networks. We also need the network to be accessible 
without the need for the signalling contractor to run long cables 
which may not be diverse to a telecoms cabinet or room.

A key factor for migrating to a common shared network is to 
ensure that we provide the telecoms service and interface to the 
point of use. We cannot continue to deliver telecoms services 
to the telecoms node in the equipment room, we need to be 
delivering the service to the signalling system or at least get it 
into their equipment rooms.

We also need to understand what we have today and if any 
existing network or fibre cabling can be reused or better used 
to provide a future telecoms network. It’s not just consolidating 
networks and cables, we also need to consider consolidating our 
maintenance and engineering resources and make better use of 
the teams that operate, administer and maintain these networks.

Significant efficiencies can be made by bringing together the 
various networks and resources, even if we only share the same 
maintenance teams and take the maintenance of these telecoms 
assets away from the signalling teams and give them to the 
telecoms engineers, who will be more experienced in maintaining 
these assets, plus it would enable the signalling engineers to 
focus on their signalling system or application.

In recent years lessons learnt has been the buzz word in the 
rail industry and we have spreadsheets and databases full of 
good and bad lessons, but are we really learning from them? 
Who actively goes back and checks that all the past lessons have 
been incorporated into the design and delivery of their project? 
Shouldn’t lessons learnt become requirements for the next 
programme?

Whilst as engineers we may have big plans to build a network fit 
for the future, for which we can demonstrate a positive business 
case, but what if we can’t afford it either as a capital investment 
or Private Finance Investment (PFI). Are there things we could be 
doing to make it easier for the future (longer term), by designing 
in hooks or facilities to access the networks and cables we do 
install? This could be a simple passive provision, which could be 
as easy as making the cable splice boxes and termination frames 
easier to access and interface with? Or even over specifying the 
fibre cable capacity, but make it accessible to all.

Over the last few decades we have been consolidating signal 
boxes into line and service control centres, but the future may be 
network control centres from which a whole network of lines or 
railways could be controlled, however to achieve this we need a 
network that can be easily grown and reshaped to support this 
next generation of centralised control and flexible enough to 
support back-up control centres.

Should we also consider commercial opportunities; could we 
sell cable routing access in our tunnels and trackside areas in 
return for free or cheap fibre cores at every station platform 
headwall? Or have we missed the boat?

Future signalling networking options
There are many options available to deliver transmission networks 
and services to support signalling infrastructure, however this 
paper only considers a few of the key options around a common 
shared network for railway operational systems, although there 
is no reason why this couldn’t be later extended to include 
enterprise systems.

Option 1 – A common shared network for all railway systems ‘a 
connected railway’ - on main line railways the strategy appears 
to be to build a core back bone network and then add access 
networks as sections of the railway are upgraded or added. So 
why can’t metro operators take the same approach, with the 
density of overlapping lines surely there are more opportunities 
to build geographically diverse and resilient networks? However 
in these cost pressured times why would you invest £m’s in a new 
telecoms network that doesn’t provide any future capacity for the 
railway user?

Option 2 – Shared fibre cable and infrastructure – This option is 
where the metro operator runs fibre to and from every location, 
station, depot or other railway location. In my experience where 
this option falls down is that the priority will always be to upgrade 
the railway, to replace life expired signalling system assets or 
to provide increased system or train performance, it is never to 
build a new telecoms network for the future. 

But again in these cost pressured times why would you invest 
£m’s in a new telecoms network, we always seem to build 
networks that meet the base requirements but doesn’t provide 
any usable future capacity for other purposes?

Option 3 – To make best use of the telecoms assets already 
installed – This is where you progressively combine and 
consolidate all your existing and new networks into one shared 
and unified network to meet our collective requirements. It is 
then administered and maintained by a single team, who can 
open and build on the spare capacity within the network.

This option is the obvious choice and regardless of whether you 
can free up network and cable capacity, there is absolutely no 
reason why you wouldn’t consolidate your assets and resources 
to make them both more efficient. 

There are many more options that could and should be 
considered, however we also need to make more out of the 
existing assets. To achieve this we need more progressive 
signalling engineers with telecoms experience, who can 
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challenge the old school views and move away from island 
networks to a shared environment.

Whichever option is eventually selected it is clear that a 
networking strategy is required to address the seemingly 
uncoordinated approach to the provision of signalling networks 
on metro railways.

Operations and maintenance
Is an island network any more or less reliable and available than 
a common shared network? If they are designed and specified 
to the same standard then there is no argument either way? 
What about maintenance, in theory a common shared network is 
easier to maintain, with dedicated telecoms engineers to repair it 
whatever service level is specified?

With the convergence of technology there is now an 
opportunity to pool our collective signalling, systems and 
telecoms maintenance resources and create ‘super-technicians’ 
who are multi-skilled, who could be deployed to deal with 
first line maintenance for anything that is IP technology based 
whether a signalling or telecoms asset.

If we continue to build island networks we are creating a 
significant operation and maintenance overhead. Most modern 
signalling or telecoms assets have great potential for remote 
diagnostic monitoring and management. Metro railways cannot 
afford the luxury of developing separate network management 
centres to manage these devices. So we need to be migrating to 
a common shared network which is actively managed by a single 
competent team within a railway organisation, which will bring 
with it efficiencies in economies of scale.

We also need to overcome the issue that signalling systems 
require a higher service level agreement and quicker response 
times to railway service affecting failures. This can be mitigated 
by having dedicated resource or if this is deemed too costly 
we should where possible be designing in more diversity and 
redundancy into the system and networks.

If a common shared network is adopted the railway operator 
will need to understand the operational risks, dependencies and 
the migration to an environment with a single potential points 
of failure if these can’t be mitigated. However this may be an 
acceptable risk to reduce costs and to become more efficient.

Safety and security Risks
Signalling engineers are always quick to say that if you use a 
common shared network then it can’t be safe or secure, as other 
users may be able to intercept our data or even interfere with 
the safe operation of our systems, but is this really possible or is 
it just scaremongering? How do we prove the common shared 
network is secure from day one and for the life of the signalling 
system which may be in excess of 40 years? 

I remember once a conversation with a signalling safety 
engineer who was convinced that if a fibre cable was cut that 
there would be a risk that different fibres could somehow touch 
or connect and set up an unsafe condition. Really? Whilst this is 
an extreme example it does show a lack of understanding around 
telecoms which is leading to misconceptions about telecoms 
networks and shared infrastructure.

I would like to ask the question: Is signalling just another service 
or application running over a telecoms network? This may be 
the view of the telecoms engineers, which isn’t wrong but do 
they fully understand the railway environment and the criticality 
of the link and data? Do they appreciate the impact to the 
railway system and ultimately the passenger if the link is lost or 
unreliable? In all cases the signalling system will fail safe, but a 
link failure could result in passengers being stuck in tunnels.

So what will it take to convince signalling engineers that shared 
telecoms networks are safe, secure and can help drive down the 
unit cost of signalling? In my opinion it’s not a technical challenge 
although there will be challenges in the application, it’s a hearts 
and minds issue and one that needs progressive and forward 
thinking signalling engineers with telecoms experience to drive it 
through.

Finally if we are to use a common shared network, then we 
will need to engage with the signalling suppliers to get them 
to develop signalling and control systems that can easily be 
connected to the common shared network, maybe by defining 
generic or standard interface types and connections. We would 
also need to manage this new interface and ensure that any new 
interfaces or network upgrades are delivered in a timely manner 
for the signalling system supplier, which may be easier than it 
sounds.

Signalling system suppliers
Signalling system suppliers and engineers have a significant 
role to play in this strategy, as their systems and applications 
will need to become common shared network ready. This could 
be a progressive evolution from designing systems on bespoke 
networking hardware, to commercial of the shelf hardware, to 
eventually designing a signalling application to run on a common 
shared network.

For this to be achieved we would need the signalling system 
suppliers to define their service level requirements for these 
common shared networks, both fixed and wireless to support 
signalling applications. This has already been done for ETCS 
through various ERA/UIC specifications; we now need the CBTC 
suppliers to do the same.

In addition the signalling system suppliers and engineers 
need to start developing their systems and applications to be 
more resilient to a broad number of factors, including human 
configuration mistakes (e.g. routing badly configured between 
different MPLS circuits).

Conclusion
We can’t carry on building island networks for signalling systems, 
in these cost pressured times we need to be doing more to save 
money and be more efficient with the networks we have and 
build. We also need to promote the use of telecoms engineers to 
design and build transmission access networks. We need to build 
shared backbone networks, utilising the existing networks and 
assets.

I started this paper asking if this was a technical issues or simply 
a case of winning over the doubters. Whilst there will be technical 
challenges in the application there are no technical reasons why 
we can’t use this strategy.

As telecoms systems become ever more central to the 
signalling system we need to start developing a new breed 
of signalling and telecoms engineers within the delivery and 
maintenance client and suppliers organisations, which appreciate 
the importance and criticality of the signalling application, but 
understand the benefits of using modern and shared networks.

In my opinion this needs an industry wide strategy, which draws 
on the experience of signalling and telecoms engineers, both 
within the client and delivery organisations. The future must be a 
Common Shared Network (CSN) for the future, but what steps do 
we take to achieve this and how long will it take? The first step 
must be to stop building island networks.

Finally we also need to embrace the benefits and value of what 
telecoms and enterprise engineering can bring to the signalling 
industry and the advances that can be made in technology to 
make signalling more cost effective.
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Assistant Principal Engineer (Signalling)
Role Description
Iarnród Éireann Irish Rail is seeking an Assistant Principal Engineer (Signalling) 
on a contractual agreement (estimated 6 years) for initial design and installation 
works associated with a new train protection system project in Dublin.
Qualifications
• Professional qualification in railway signalling alongside membership of the 

Institute of Railway Signalling Engineers (IRSE) or another appropriate body.
• A degree in electrical/electronic engineering is desirable.
Experience
• A minimum of 5 years’ relevant work experience in the rail industry with an 

emphasis on signalling construction and commissioning.
• Strong knowledge and understanding of signalling technologies and design 

standards. 
• Broad experience of delivering railway signalling projects from concept to 

construction and commissioning.
• Demonstrating safety management capability appropriate to the role and 

purpose of the position.
• Ability to maintain documentation to a high standard. 
Core skills and knowledge
• Comprehensive knowledge of signalling systems.
• Thorough understanding of current signalling standards (national and 

European), industry best practice, health & safety legislation and construction 
industry regulations. 

• Strategic planning and delivery. 
• Excellent leadership and people management skills with the ability to manage 

internal and external stakeholders at all levels. 
• Resilience in a constantly demanding environment. 
• Experience of testing and commissioning railway signalling schemes. 
• Demonstrated ability to work as part of an integrated multidisciplinary team. 
How to apply
Please email your CV and covering letter to im_recruit@irishrail.ie with  
the subject line ‘TPS Assistant Principal Engineer (Signalling)’ by 17.00 on  
15th September 2017. 
For further information please contact rachel.cummins@irishrail.ie.

Senior Signalling Engineer Testing & Commissioning

Role Description
Iarnród Éireann Irish Rail is seeking a Senior Signalling Engineer Testing & 
Commissioning on a contractual agreement (estimated 6 years) for initial design and 
installation works associated with a new train protection system project in Dublin.

Qualifications
• Professional qualification in railway signalling alongside membership of the 

Institute of Railway Signalling Engineers (IRSE) or another appropriate body.
• A degree in electrical/electronic engineering is desirable.

Experience
• A minimum of 5 years’ relevant work experience in the rail industry with an 

emphasis on signalling construction and commissioning.
• Strong understanding of signalling technologies.
• Broad experience of delivering railway signalling projects from concept to 

construction and commissioning.
Core skills and knowledge
• Comprehensive knowledge of signalling systems.
• Thorough understanding of current signalling standards (national and 

European), industry best practice, health & safety legislation and construction 
industry regulations. 

• Strategic planning and delivery. 
• Excellent leadership and people management skills with the ability to manage 

internal and external stakeholders at all levels. 
• Experience of testing and commissioning railway signalling schemes. 
• Demonstrated ability to work as part of an integrated multidisciplinary team. 

How to apply
Please email your CV and covering letter to im_recruit@irishrail.ie with  
the subject line ‘TPS Senior Signalling Engineer Testing & Commissioning’ by 
17.00 on 15th September 2017. 

For further information please contact rachel.cummins@irishrail.ie.
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Cybersecurity in railway signalling systems
Prepared on behalf of the IRSE International Technical Committee  
by Norbert Howe

The purpose of the IRSE’s International Technical Committee 
(ITC)  is to provide thought leadership and disseminate 
learning on technical topics relevant to train control and 
communication systems. This provides value not only to IRSE 
members but also to the wider rail industry. The committee’s 
particular strength lies in its international membership, 
enabling engineering principles and practices from a diverse 
range of countries to be brought to bear upon the subjects 
that are debated.

In this report Norbert Howe describes the challenges and 
potential approaches associated with the cybersecurity of 
railway signalling and control systems.

Introduction
Computer based signalling systems have been introduced in 
the late eighties and successfully deployed and evolved in the 
years since, being assessed and approved for safety based on 
an evolving set of norms and regulations, especially EN 50129 
(IEC 62425).

Implementing and providing safe travel on rail is one of the 
core objectives of all partners in the business, from suppliers, 
engineering companies, operators, rail infrastructure providers 
and network operators to certification and assessment bodies.

Systems are evolving along with customer requirements; 
harmonisation and standardisation efforts are undertaken and 
implemented in order to increase the capacity and performance 
of the system, and to enable international travel and operation 
without additional efforts on the borders of national railway 
systems.

Considering these aspects, one could think that the evolution of 
signalling systems was continuing within well-defined and stable 
framework conditions.

However, at least in recent years, railway signalling systems 
cannot be considered as self-contained any longer and new kinds 
of threats have to be considered and taken care of, related to 
the fact that the railway signalling systems are more and more 
wide-spread, highly integrated and communication-based. Based 
on these core aspects, additional vulnerabilities have to be 
considered related to aspects as increasing integration with non-
signalling subsystems and aging technology in legacy systems 
which have been put into operation long before the current 
threat level has evolved. All these so-called “cyber threats” 
are requiring new measures and efforts in order to ensure the 
integrity and safety of the railway system – and they cannot be 
considered to be taken by one of the business partners alone.

In the scope of this article, security and safety are referred to 
based on the following definitions:

• Security: Comprises all measures that are taken to protect a 
place or an item against espionage or sabotage, crime, attack 
or escape, or to ensure that only people with permission 
enter or leave it [9, 10].

• Safety: Comprises all measures that are taken to ensure that 
travel and traffic on rail is being performed without accidents 
causing injuries or fatalities.

Recent evolution
Over the last few years, there have been significant evolutions 
which have increased the relevance of cybersecurity 
considerations and measures.

The operation of signalling systems until recently has been 
considered to be performed using closed networks – and 
this assumption has been taken as the basis for the safety 
assessments performed before approving the systems for use. 
In recent years, the infrastructure-related signalling systems 
are getting more and more centralised and integrated – the 
assumption or pre-condition that any unauthorised access can be 
excluded and thus the system is operated within closed networks 
is no longer sustainable or realistic.

At the same time, railway signalling systems have become more 
and more software and IT-based, providing functionality which is 
not solely hosted on dedicated computers or hardware but on 
servers which are similar to IT systems.

In parallel, over the last years, the threats for IT systems 
have significantly grown, from sporadic amateur-driven access 
attempts towards well-organised cyber attacks. Examples include:

• Intrusion into the Lodz tram point control system (2009) [1].
• De-activating the ticketing system in San Francisco´s public 

transport system (MUNI, 2016) [1].
• The so-called “Wannacry” attack in May 2017, which 

infected more than 200,000 computers world-wide, including 
passenger information screens at railway stations [2] 
(Figure 1).

This being the case, active threats for the signalling system have 
to be taken into account:

• Safety is operationally being ensured by the implementation 
of the approaches stipulated by the CENELEC norms, 
basically ensuring safe operation by proving the probability of 
incidents is below the defined thresholds as shown by the risk 
analysis for all reasonable degraded situations and failures of 
parts of the system.

Figure 1 – The recent “Wannacry’ outbreak affected passenger 
information screens. Photo Shutterstock/Egorev Artem.
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• Security has to ensure safe operation of the system in the 
presence of active threats and measures taken against the 
safe functioning of the system.

Moreover, it has to be taken into account, that even non-safety-
relevant security breaches could cause major performance 
decreases or even outages, in a world where the high 
performance of rail networks is crucial.

threats are becoming bigger
In early times, attacks on computer systems have been led by so 
called ‘script kiddies’ trying to show that they were able to enter 
systems which were thought to be well secured.

Over the last years, a well-organised scene has evolved with 
groups of specialists, stable or for a period of time, who are 
threatening and maliciously attacking computer networks.

A whole crime scene has evolved in this area, aiming at 
acquiring data, access codes etc. in order to steal money, 
intellectual property or to harm or destroy the business and 
operation of the target under attack. One example is selling 
stolen data or by encrypting the system, and as such make it 
unable to perform its function, then demanding a ransom to 
release it; so called ‘ransomware’.

All in all, the number of attacks on computer systems has 
dramatically grown over recent years, which has led to a 
remarkable statement, condensing the status: “There are only 
two types of companies: Those who have been hacked and those 
who don´t know it.” (James Comey, 2014).

Railway signalling systems are not exempt from these attacks, 
which has very recently shown in the course of the so-called 
“Wannacry” attack [2],. Attacks like this may not directly 
violate safety as they are not able to infect the core of the 
vital subsystems but they can – and “Wannacry” already has 
– infected parts of the disposition and passenger information 
systems. In consequence, the operation of the railway network, 
its performance and capacity would directly deteriorate.

As the signalling system is getting more and more integrated 
and is extending its geographical and communication reach, it 
gets increasingly interesting to hackers. This has already been the 
case over the last few years [6].

Systems have evolved and exposure has grown
During recent years, the framework conditions regarding travel, 
including rail, have been evolving. Traveller numbers have 
increased and prognosis show that they will continue to increase 
in the near future. The requirements of customers towards online 
information and a seamless transport and journey experience 
have grown significantly. Amongst others, these aspects have led 
to an evolution of the signalling and rail transportation system , 
whose key subjects are:

• The request of customers for online information on travel 
connections and their current state leads to higher integration 
of systems. This includes the non-vital, formerly separate 
subsystems as schedules, actual trip status data, etc.

• The relevance of data has been increasing significantly, data 
being scattered over the constituents of the system.

• Systems have become more and more IT-based, applications 
running partly on dedicated, but partly on standard IT 
infrastructure, such as servers.

• Operation and maintenance of the systems being provided in 
a distributed manner over the subsystems and components of 
the system, according to roles and needs.

In parallel, the rail transportation system has been fragmented to 
an increasing degree related to legislation and market opening 

initiatives, fostering the separation of Railway Undertakings 
and Infrastructure Managers. Thus, in addressing a system 
relevant subject such as cybersecurity, an increasing number of 
stakeholders will have to be included.

Awareness and approach
A normative framework has been established
Starting from a Standard of Good Practice (SoGP, Information 
Security Forum, London) and the Consortium for Research on 
Information Security and Policy (CRISP, Stanford University) in the 
1990’s, guidance and norms have been developed, covering the 
subject from different perspectives. During the last 10 years a 
core set of norms has evolved which is being updated regularly, 
of which the most important are:

• NIST800-53, part of the US government’s National Institute 
for Standards and Technology (NIST) Cybersecurity 
Framework [7], defining security and privacy controls for 
Federal Information Systems and Organisations.

• ISO/IEC 27000-series, an information management security 
system (ISMS) standard.

• ISA/IEC 62443, defining rules and procedures for 
implementing electronically secure Industrial Automation and 
Control Systems (IACS).

The Legal Framework has been set up
In parallel, a legal framework has grown and been elaborated 
in order to define the minimum standards to be applied. The 
European Union and its governments consider the risk for the 
functioning of the societies and their main supportive systems 
as critical. They have identified the need to secure these critical 
infrastructures on a European and not on a country-by-country 
level.

Thus, the European Union has taken legal action and put 
into place the network and information security (NIS) directive 
[5,8] which aims at securing the key critical infrastructures. This 
directive has been adopted by the European Parliament on 
6 July, 2016 and will be enshrined in national law by 2018.

The railway network is considered as one of the most important 
critical infrastructures to be secured against cyber attacks and 
consequent harm, comparable to power plants and electrical 
power distribution systems, drinking water, road and public 
transport and shortly behind national health systems and the 
military.

The organisations implementing and operating critical 
infrastructures are asked to set up measures and plans in order to 
ensure their defence against cyber attacks.

There is only one promising approach – the system 
view
Ensuring security against cyber attacks is not a one-time task to 
be fulfilled during design of the system, it is a continuing task 
to be performed throughout the operational life time of the 
signalling system.

The evolution of systems and their integration to ever higher 
degrees in combination with rising communication needs 
increases the vulnerability of rail transport systems to cyber 
threats as compared to earlier times.

In rail transport systems the two disciplines of safety and 
security have to be distinguished. Safety, which has evolved 
over many years and is highly regulated, implemented and well 
understood, is concerned with the protection of life and property 
through regulation, management and technology. Security is 
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covering the confidentiality, privacy, availability and integrity of 
the system.

Security adds to safety but should not be mixed with it – it is like 
two sides of the same coin, but they have to be looked at and 
covered separately. Why?

• Update cycles for the signalling system are much longer than 
those needed for the security coverage.

• Even though design and constructive precautionary measures 
will be taken, security updates may be needed frequently, 
comparable to common IT.

It will not be possible to keep safety case and coverage of 
security completely independent, but the relation between both 
will have to be carefully constructed. An unmanaged interference 
of security into the safety case has to be avoided under all 
circumstances in order not to invalidate the safety case by 
updating the security measures in the system and thus creating 
an effort which would be difficult to master. Safety case validation 
is normally a time-consuming and diligent process whereas the 
response to cyber threats must be rapid.

For security considerations, in the system which the railway 
signalling system constitutes, the approach to cybersecurity has 
to be a system-oriented one, as well. Considering only single 
products or system constituents will not be sufficient. Products 
and subsystems will have to be hardened for security nonetheless 
as a prerequisite.

Cybersecurity has to encompass technical elements as well as 
organisational regulations, for both, customer and supplier. Thus, 
the approach to security has to be holistic; it will have to cover at 
least three dimensions, technological, social and procedural [4], 
also see Figure 2.

Moreover, it has to be considered that the railway system is 
not owned by a single, integrated organisation or entity, but 
is also distributed over different stakeholders – from Railway 
Infrastructure provider to the different Railway Undertakings, 
in addition there are multiple interfaces between parts of the 
railway network not least at country borders.

In this way, cybersecurity cannot simply be “delivered”, it has to 
be engineered and designed into the system and implemented 
in collaboration between suppliers, customers and governmental 
bodies, building on their combined knowledge of railway 
technology, operations, risk assessment, its coverage and safety 
as well as IT security.

The implementation of this joint approach is not limited to a 
specific phase of the life cycle of the railway signalling system, 
for example the design and implementation phase. It has also 
to be seen and implemented in a holistic way over the whole 
life time of the signalling system, from its conception up to 
its decommissioning. This deep and continuous collaboration 
across the different functions active in the railway sector, 
Railway Infrastructure provider, Railway Undertaking, suppliers, 
governmental bodies as well as security experts is key to success.

All partners have to contribute
The conviction that railway networks are being safely operated 
based on the safe design of the systems developed, installed and 
operated based on rules and regulations which have been proven 
over decades, sometimes seems to lead to a low awareness of 
the risk which these distributed control systems are facing.

This picture and awareness are currently hopefully changing 
with stakeholders increasing their involvement and focus on the 
subject [3]. Amongst others, several large railways are currently 
bringing together their expertise and are driving forward the 
standardisation of signalling system interfaces and related 

cybersecurity capabilities, having realised that single approaches 
will not lead to a successful solution. This EULYNX initiative is, in 
this respect, defining a standard security architecture and in line 
with it, specifications for cryptography, firewalls and networks 
as well as for methods like download and diagnosis. These 
definitions should be in line with the governing security standards 
and enable the railways to identify and explicitly address, which 
aspects need to be covered on top by the different actors.

Thus, the task to ensure security of the system cannot be 
successfully performed by the operator itself, it is an exercise to 
which different roles and parties have to contribute in order to be 
successful – customers, suppliers and assessment bodies.

Eight ways to protect the railway signalling
As explained earlier, there are different norms providing basis for 
the coverage of cybersecurity, ranging from more engineering 
and industrial control focus to less descriptive but more holistic 
approaches. IEC 62443 is tending more to the first group 
whereas the NIST is intending to address the subject entirely. 
The NIST Cybersecurity Framework provides a comprehensive 
view on the way to detect, deter and cope with cyber-attacks on 
critical infrastructures.

The approach has to be comprehensive and NIST provides 
a framework which helps to address the complex subject 
accordingly. It structures the subject into the phases shown in 
Figure 3. Additionally, it provides Security Control Baselines:

• Grouped according to subjects.
• Classified into pre-defined types (low impact – high impact).
• Containing sets of measures/priorities.

Finally, there is the Security Control Catalogue, proposing 
approaches and details.

The NIST cybersecurity Framework can be taken and 
understood as a comprehensive guideline. In itself, it is a huge 
and complex work – which gives an indication that the subject of 
cybersecurity itself will not be closed and covered easily.

Based on this process oriented approach, the following eight 
ways to establish and enhance cybersecurity seem relevant:

1.  Establish cybersecurity design principles
Develop a mind-set for security within the organisation and 
apply design rules on several levels of the system architecture.
2.  Create a stronger perimeter
Apply strong measures such as Security Gateways and Web 
Application Firewalls and VPN on the external interfaces.

technical Security  
Controls

• Access control  
mechanism

• Firewalls
• Storage encryption
• Diodes
• Security gateways
• etc.

Organisational Security 
Controls
(i.e. Process and people)
• Security guard  

(physical security)
• Identity enrolment 

policy
• etc.

Architecture principles
• Defence-in-depth
• Compartmentalisation
• Least privilege
• Minimal attack surface

Figure 2 – Multi-dimensional approach to security.
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3.  Deploy system security and detection/recovery controls
A Security Information and Event Management Solution (SIEM) 
and centralised antivirus platforms should be used in order to 
immediately alert those responsible for security.
4.  meet cybersecurity standards
Follow industry best practices by implementing according to 
strong standards.
5.  Embed cybersecurity in the project life cycle
Signalling system projects have to incorporate and apply 
security measures during all phases – from bid to testing and 
putting into operation.
6.  Establish and perform risk assessments and penetration 
testing
Map the threats and vulnerabilities for each asset of the system 
and establish a clear view on the related cybersecurity risk. 
Ensure the implementation of the relevant measures and 
perform penetration tests in order to verify their effectiveness.
7.  maintain good operational conditions
Apply and regularly check the application of clear rules 
and procedures in order to keep up the level of security 
management throughout the system lifetime, including updates 
and system changes.
8.  mandate safety protection
Implement measures to ensure message integrity and safety 
control in order to safeguard the system against unauthorised 
messages and malicious software.

Conclusion
Within a railway command and control system the approach to 
cybersecurity has to be a system-oriented activity, as part of the 
overall ‘system engineering’ approach and covering the whole 
life-span of the system. Considering only single products will not 
be sufficient. Products and subsystems will have to be hardened 
for security nonetheless.

The architecture has to incorporate measures and capabilities 
to implement security, thus the rail control system needs to be 
implemented according to a security architecture which is aligned 
with the safety architecture and overall architecture: “cybersecure 
by design” is one indispensable prerequisite to achieve security 
of the whole system. In addition, process and social aspects need 
to be covered in order to ensure secure operation, maintenance 
and use of the system throughout its lifecycle.

Functions Functions roles Categories

IDENtIFY Develop the organisational understanding to 
manage cybersecurity risk to systems, assets, data 
and capabilities.

Asset management, Business environment,
Governance, Risk assessment, Risk management 
strategy

pROtECt Develop and implement the appropriate safeguards 
to ensure delivery of critical infrastructure services.

Access control, Awareness and training, Data security, 
Information protection processes and procedures

DEtECt Develop and implement the appropriate activities 
to identify the occurrence of a cybersecurity event.

Anomalies and events, Security continuous monitoring, 
Detection processes

RESpOND Develop and implement the appropriate activities 
to take action regarding a detected cybersecurity 
event.

Response planning, Communications, Analysis
Mitigation, Improvements

RECOVER Develop and implement the appropriate activities 
to maintain plans for resilience and to restore any 
capabilities or services that were impaired due to a 
cybersecurity event.

Recovery planning, Improvements, Communications

Figure 3 – NIST cybersecurity framework phases.

Threats are increasing in number – and have reached 
significantly high numbers of attacks per day already. Threats 
evolve quickly – so implementing and operating secure systems 
will require swift action and adaptability. Suppliers and customers 
need to address the subject jointly and quickly in order to take 
the right measures in a well aligned way.

Following a comprehensive scheme as explained above, 
based on the NIST approach and supporting signalling system 
network standardisation initiatives can help the different actors 
to align their views and approaches to cybersecurity in order to 
collaborate effectively.

It has to be realised and accepted that the effort to secure our 
railway signalling systems and railway networks against cyber-
attacks has just begun. It will constitute a significant effort during 
the coming years – but it is unavoidable in order to match up to 
the evolution of threats.
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IRSE MATTERS

 

Systems Engineering Seminar (birmingham, UK): 
Call for papers
In 2016 we held a one day Seminar on Systems Engineering 
at the University of Birmingham (UK), supported by INCOSE.  
Various themes for follow-up emerged from that event, and we 
are now starting to plan a follow-up Seminar on one of these 
themes, namely Requirements Management.  The Seminar will 
take place on 19 April 2018, in the UK.  If you would like to 
contribute a presentation for this event, please contact Karl King 
(karl.king@wspgroup.com). 

CbtC Seminar (toronto): Call for papers
Our second CBTC Seminar is being held on 30 November 
2017 in Toronto, followed by technical visits on 1 December.  
We are now calling for papers and presentations for the event, 
specifically (but not exclusively) in the following areas:

• Papers providing project updates, including specifically for 
Canadian CBTC projects currently being implemented or 
planned.

• Papers related to the application of CBTC on LRT and 
commuter rail transit systems.

• Papers providing lessons learned in implementing CBTC in 
a brownfield environment.

• Papers on actual CBTC revenue service operating and 
maintenance experience.

• Papers looking to the future; what are the user business 
needs? What research & development is currently underway 
on new/improved technologies to further improve 
operating performance while reducing life cycle costs?

For more information about the event and the Call for Papers, 
see irse.info/2hjvi, or contact Yousef Kimiagar  
(ykimiagar@gfnet.com), the event organiser who will be pleased 
to receive an abstract from you.

One more reminder – your annual subscription
Here is one more reminder that if you have not yet paid your 
membership subscription for 2017/18, you need to do so without 

delay by logging in to the IRSE website, navigating to pay your 
subscription (under the membership tab), and paying the 
outstanding Invoices listed.  If you don’t do this, what will happen 
is that after October you will cease to receive IRSE NEWS, 
e-bulletins and other information about IRSE activities. 

IRSE China Section: technical Workshop,  
Xi’an, 24 October
With the kind support and sponsorship of the 7th IEEE 
International Symposium of Microwave, Antenna, Propagation, 
and EMC Technologies (MAPE 2017), the IRSE China Section will 
be holding a technical workshop in terms of rail signalling and 
telecommunication technologies at Xi’an, Shaanxi Province on 
24 October.  This technical workshop is free to IRSE members 
and non-members, but places at this event are EXTREMELY 
limited – early registration is strong recommended. To confirm 
your attendance, please register your intention (including your 
name, institution, contact) to join us by emailing  
irse_china@yeah.net. For more details, see irse.info/8yz5a.

Statement of Ethical principles
It is a requirement of the IRSE that all its members behave 
responsibly and ethically, and we explain this in our Code of 
Professional Conduct (see the About page of the IRSE website).  
The UK’s Royal Academy of Engineering and Engineering 
Council have recently produced a revised “Statement of Ethical 
Principles” to reflect changing expectations of engineers in 
today’s world.  You can view the Statement at irse.info/8ohx7.  
We will be incorporating these obligations into the IRSE’s Code 
of Professional Conduct in the next few months.

Correction
In our tribute to Buddhadev Chowdhury in the July edition of 
IRSE NEWS, we said that he was a Member of the IRSE.  In 
fact the IRSE Council decided in March this year to make him a 
Fellow, in recognition of his strong and long-lasting commitment 
to supporting applications for membership from India, his work 
on Council and as member of the Midland & North Western 
Local Section.  Our apologies for this error.

For more information 
on IRSE activities 
visit our website

Do we have your 
most up to date 

details?

The best place to visit for information 
on institution membership, activities, 
publications and up-to-date news is 
our website at www.irse.org.

Also look out for our tweets at  
@IRSEHQ.

Please take the time to check your 
details on our new database system. 
Visit www.irse.org, click on the 
Login to IRSE link, enter your email 
address and password, and click on 
my Record on the left hand side of 
the screen.

Thanks for checking!

mailto:karl.king%40wspgroup.com?subject=
http://irse.info/2hjvi
mailto:ykimiagar%40gfnet.com?subject=
mailto:irse_china%40yeah.net?subject=
http://irse.info/8yz5a
http://irse.info/8ohx7
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the IRSE’s Annual Lunch in London
Ken burrage

 
On Wednesday 14 June the Institution held its 19th Annual 

Members’ Luncheon at the Union Jack Club, near Waterloo 
Station in London.  Over 90 members and staff gathered to 
reminisce and to exchange news, including eleven past-
Presidents.  Our President and Senior Vice-Presidents were 
unable to be present, so Gary Simpson, our Junior Vice-
President welcomed everybody to the lunch and spoke 
afterwards about his career journey and his involvement 
with the IRSE.  Francis How (Chief Executive) updated those 
present on the activities of the Institution, changes in the 
IRSE office in London, awards made to young engineers 
this year, forthcoming events (the Convention in North 
America and the ASPECT Conference in Singapore).  He 
also expressed thanks on behalf of the IRSE to Ian Allison, 
stepping down from the role of IRSE NEWS Managing Editor 
after 143 editions over 13½ years.  As always, the event was 
a great success and will be repeated on 13 June 2018. 

Ken Burrage reflects on how the lunch started and later then 
developed into an annual fixture in the Institution’s calendar.

the beginning
During Bill Boddy’s Presidency in 1996-97, IRSE Council decided 
to allow members with more than 50 years’ membership to 
remain members without payment of further subscriptions and 
to invite them to an annual luncheon as guests of the Institution. 
So on Friday 14 March 1998, the nine IRSE members, pictured 
below, with a total of 520 years of membership of the Institution 
between them sat down to lunch at the Charing Cross Hotel in 
London with President Bill Boddy, Vice-President Cy Porter and 
Secretary Ray Weedon. There was of course much reminiscing 
and tales of how things used to be done on what proved to be a 
very pleasant occasion enjoyed by all who could attend. At that 
time in 1997 there were just 18 members with over 50 years of 
membership out of a total Institution membership of 2825.

Further developments
For many years since its introduction in 1965 during J P Coley’s 
Presidency, it has been customary to hold an Annual Members’ 
Dinner following the Annual General Meeting and this year the 
53rd Annual Dinner was held at the Savoy Hotel in London. This 

started originally as a modest, relatively small, low cost function 
primarily for members. Over the years it grew very significantly, 
with regularly well over 300 members, non-members and their 
guests attending, and gradually it has become more focussed 
on corporate hospitality. The cost of tickets precluded many 
members from attending. Consequently, in 1999 during the 
Presidency of Clive Kessell, it was decided to introduce a new 
event strictly for members only. It was to be a modest function, 
taking the form of a luncheon in London rather than an evening 
event.

the members’ luncheon is introduced
The Institution held its inaugural luncheon for members only 
at the Victory Services Club, London on Friday 10 September 
1999. It was an instant success. 91 members attended, 
including 12 Past presidents. It was also decided that this 
event would be a convenient one to which members with over 
50 years’ membership could be invited to attend as guests of 
the Institution. At that time there were just 17 members with 
over 50 years’ membership out of a total IRSE membership of 
2929, and eight of them attended the inaugural luncheon.  The 
luncheon was very clearly a welcome addition to the Institution’s 
programme and so it was decided to repeat it in 2000 but to 
hold it in June to be clear of other Institution activities.

As well as being the first Members’ Luncheon the event was 
unique for another reason. The gathering was used as the 
opportunity to honour Ray Weedon following his retirement from 
the post of General Secretary of the Institution on 30 June 1999 
after 41 years of faithful service. Ray was presented with gifts and 
the President’s Award medallion in recognition of his exceptional 
level of personal contribution to the work of the Institution. 

The second Members’ Luncheon was held on 14 June 2000, 
again at the Victory Services Club in London. This time 98 
members attended, including 12 Past Presidents and 13 
members with over 50 years of membership. The membership of 
the Institution had continued to rise slowly and was now 2968.  
It was now clear that the Members Luncheon was a popular 
addition to the IRSE programme, so it was not a difficult decision 
to make it an annual event.

more recently
The luncheon continued to be held at the Victory Services Club 

for another ten years until June 2011 when it was 
moved to its present venue at the Union Jack Club 
near Waterloo station, London. By then the IRSE total 
membership had risen to 4761 and, not surprisingly, the 
number of people with over 50 years of membership 
(and therefore invited to the event as guests of the 
Institution) has continued to rise as well. 

This year the 19th Annual Members’ Luncheon was 
held again at the Union Jack Club on 14 June, when 
the Institution’s total membership stood at 5510.  The 
event continues to provide opportunity for friends, 
former colleagues and members both young and not 
so young to meet in convivial surroundings and enjoy 
a meal together whilst discussing old times as well as 
the latest topics of the day.

Picture from IRSE Proceedings 1997-1998 p126, 
showing attendees at the first luncheon.
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EQUALITY, DIVERSITY, INCLUSION
9% is not enough: addressing the female shortfall in engineering

paula persson

Symptomatic of the overall problem of a 20,000 annual shortfall 
in availability of qualified engineers in the UK  (according 
to EngineeringUK, irse.info/znhf9) 9% is the percentage of 
young women entering the engineering profession engineering 
workforce who are actually qualified engineers, and female.

To help identify and address some of the factors that are either 
causing or contributing to this shortfall, the IET (Institution of 
Engineering and Technology) hosted an event in Birmingham 
on 23 June 2017, (International Women in Engineering day), to 
which I was privileged to have been invited.  My own female 
perceptions, the main points discussed and the conclusions 
drawn from the event on the day are reported in this article.

Why is 9% not enough?
It’s a business imperative that women participate in the 
engineering profession in such a way as to better reflect the 
diversity of their employer’s customer base. A gender balanced 
workforce has proven beneficial, time-and-again in terms 
of business performance,because women bring a different 
perspective to engineering.  So, companies are adversely 
affecting their business by employing an insufficient proportion of 
female engineers.

What is causing this problem?
UK Culture/Social Stereotypes
According to Science Technology Engineering Mathematics 
(STEM) research, by age14 most girls have already lost the will 
to engage in the physical sciences. That’s the age when the 
pressure to conform to social expectations and adhere to gender 
stereotypes kick-in.  Even those who are still engaged with the 
sciences don’t necessarily equate their interest with a career 
in engineering. This is confirmed by research carried out by 
Microsoft (irse.info/8usn9) and the Girl Scout Research Institute 
irse.info/hw7tv).

History
As culture is informed by history, the historical perception of 
engineering in the UK is the Victorian gentleman engineer in 
high hat, a captain of industry, lauded for producing steam trains 
and bridges which, to quote Dame Ann Dowling, President of 
RA (E&A Magazine July 2017) could be damaging perceptions of 
current engineering realities. 

Perceptions
Engineering is regarded as a dependable and desirable 
profession for women in many industrially developing countries 
around the world, including a number where the IRSE has Local 
Sections.  An engineering career is recognized for its potential to 
fulfil one’s basic needs for security of employment and income.  
In countries such as the UK, the perception of the economic 
situation may be that engineering as a career is not so financially 
rewarding, in addition the desire for self-actualization (according 
to Maslow’s theory) is also an important ingredient in career 
selection.  This provides another possible explanation as to 
why many young women in the UK, in conjunction with mis-
information and the power of gender stereotypes, may choose 
an entirely different career.

Mis-information is a key determinant in the choice that young 
people make. The average UK teenager consumes around seven 

hours of media per day, and the career messages in the media 
are steering young people (and young women in particular) away 
from engineering and onto other career paths.  Engineering is 
not being communicated to them as intellectually stimulating, 
creative, fulfilling, socially focussed and addressing key issues 
such as environmental protection. 

Mainstream journalism
The media claims that it reflects the culture of the society that 
it serves.  This view could be said to fit well with mainstream 
journalistic reporting of engineering in the UK because it’s a lot 
easier for journalists to identify a perspective that already exists 
in society, namely the  perception of engineering as somehow 
not being attractive, and merely perpetuate that view. 

TV channels want to make programmes that achieve good 
viewing figures.  Primarily, for UK audiences, their goal is to be 
informative but also entertaining. In order to do so, they are 
often willing to sacrifice much of the depth of a subject which, 
in the case of engineering, can skew the way the profession is 
experienced in everyday life.  

Newspaper journalists exist to sell journals/newspapers to 
the public. Their raison d’être is not to further the interests of 
engineering. Much of what finally goes to print is decided by an 
editor who is concerned about ratings, not someone else’s cause 
or concern. Even the specialist journalists are more inclined to 
write about technology rather than engineering. For example, 
over a 10 week period The Economist (Science and Technology 
Section) ran 17 stories on Science and Technology in which the 
engineering element only featured four times according to Geoff 
Carr, Science Editor for The Economist speaking at UCL, London 
on 19 June 2017. Journalists tend to prefer to use the word 
‘technology’, which somehow seems to convey a more upbeat 
image.  The very word ‘engineering’ may need to undergo a 
radical new communications branding exercise in order to make 
it attractive, but this creates the problem of who would be best 
placed to do that on an industry-wide basis.

Communications 
When questioned about what type of career they want to 
pursue, most young women (admirably) choose a profession 
with an element of social good. Engineering (including railway 
engineering) creates value for society and contributes to 
our well-being, but these attributes are not being expressed 
sufficiently for women to seriously consider engineering as a 
career.  It is simply not being properly communicated to them 
that engineering is all about social good and making the world a 
better place.

This communications failure leads to a general lack of 
understanding as to what engineering actually means in practice.  
Somehow, it has not been properly communicated that you 
can’t bring a product from initial concept to tangible, usable 
product (or system) in a laboratory alone. The process between 
the creation of a prototype or scheme plan to finished product 
or system is what engineering is all about. This is where creativity 
and ingenuity is required to solve the real work materials, 
systems, process and other problems necessary to turn an idea 
into physical reality – and to do so cost-effectively.

There has also been a misappropriation of the term ‘engineer’, 
having been applied to a wide range of people who don’t 

http://irse.info/znhf9
http://irse.info/8usn9
http://irse.info/hw7tv
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actually ‘engineer’ anything – such as the person who fixes your 
washing machine when it goes wrong.  

The very word for ‘engineer’ (in the English language) has in 
people’s minds an association with engines – something dirty 
and noisy and unattractive to young women.  However, the word 
‘engineer’ actually derives from the Latin words ‘ingeniare’ (to 
contrive, devise) and ‘ingenium’ (cleverness.)

Heroes
There is a lack of engineering ‘heroes.’ Technology has Steve 
Jobs, science has Brian Cox and engineering has …… whom 
exactly?  Elon Musk might be the closest one gets but it appears 
he would never use ‘the E word’ to describe himself. As Doctor 
Sheldon Cooper famously quipped in The Big Bang Theory, 
engineers remain unjustly and unglamorously perceived as the 
“oompa-loompas of science”.  For those of us in the railway 
industry, we might point to Brunel or Stephenson, but we thereby 
fall into the trap of having heroes who are ‘Victorian gentleman 
engineers in high hats.’

Consequently, the prototypes or the physical end-products 
themselves are often portrayed as the ‘heroes’ of engineering, 
but there doesn’t appear to be a human engineer ‘hero’ to 
emulate.

Industry/Employers
In the engineering workplace, career progression is by default 
measured only from the male perspective - what ‘good’ 
performance looks like from their point of view.  A ‘good’ 
engineer is defined from this limited perspective.  However, 
because human beings learn their skills by observing their peers 
and primarily by observing people in their own likeness, male 
engineering managers need to realise that gender bias (albeit 
unconscious) could be occurring.  An example of this is the work 
culture (not exclusive to engineering) of ‘presenteeism’, where 
employees will come in work whilst ill, not take a lunch break, 
stay at work until seven o’clock in the evening or later, because 
that is the sort of commitment that is seen as desirable.  Unless 
a female engineer is willing to subscribe to the unwritten rules of 
such a crushing work culture, they may well never be thought of 
as ‘good’ engineers by their male counterparts. Women think and 
prioritize in a different way.  Young women already in engineering 
should be encouraged to feel confident about their professional 
skill set, not be pressurized into believing that they must ‘live only 
to work’, or that respect from their workplace peers is the only 
factor that matters.  

possible Solutions
One of the most important points identified at the 9% Is Not 
Enough conference on 23 June was that there is no one factor 
causing the current shortfall of females entering the profession.  
Therefore, any counter measures will have to be multi-pronged.

Media
Mainstream media should try harder to make engineering sound 
more interesting, and pitch the subject in such a way so as 
to appeal to young people selecting their careers.  Too often 
engineering and engineers are portrayed as boring and the 
people to blame when technology goes wrong.  Most journalists 
are not engineers; they most likely studied the humanities, 
not the sciences, and may have a limited knowledge of what 
engineering actually is. This problem will have to be solved in 
partnership between the engineering profession, educators 
and the media.  Engineering courses that contain a journalistic 
element (which already exist) could play a significant role in 
teaching engineers to communicate positive engineering 
messages.  

Engineers as part of the solution
The engineering industry has a responsibility to promote 
itself more effectively in the mainstream media. Who else 

but engineers themselves are better placed to help society 
appreciate the creativity of engineering?  This is where the 
engineering institutions are key. Paid ‘champions’ or dedicated 
volunteers committed to long term involvement will be needed, 
as promoting engineering in a positive light will have to be done 
consistently over a period of many years. There is no quick fix 
here.

Training to recognise the pitfalls of ‘unconscious bias’ at all 
levels is required to unpick our prejudices, as well as mentoring 
and reverse mentoring initiatives within organizations.  Male 
railway engineers may particularly benefit from unconscious 
bias training where they find themselves mentoring women 
who have entered the industry, because there is such a small 
number of women in the industry to mentor them.  Women who 
are mentored by other women are much more likely to stay in 
engineering according to ‘Inside Higher Ed’ (irse.info/x56ai).  

Employers
Ultimately, employers are in the best position to achieve 
meaningful and lasting change.  They can and should do 
much more to attract female graduates and apprentices into 
engineering. Employers may need to adjust the required 
qualification level at the initial recruitment stage.  Instead of, for 
example, requiring a first class honours degree in mechanical 
engineering, the position that is being recruited for may not 
actually need that level of technical education.  Employers 
could consider a broader range of degrees for their engineering 
vacancies. Filtering applicants on the basis of whether or not 
they have a specific type of engineering degree certainly makes 
recruitment a lot easier, but could the first filter for the selection 
process be made on a different criterion that will attract and 
include more female applicants from degree courses that are 
currently more popular with females?

Employers also need to address fully why women leave their 
organization or the industry.  If gender bias is identified as a 
problem only at an exit interview rather than earlier in their 
employment, resources and emotional resilience (not just that 
of female employees, but others too) will have been consumed 
to no lasting benefit.  The entire workforce will be negatively 
affected by such a culture and subsequently an organization’s 
bottom-line.  So, plug the gaps in that leaky pipe-line! 

Goals 
At the conclusion of the conference, it was suggested that a new 
goal of 15% be set for women in engineering for 2027.  Can 
this be achieved?  I would like to think it is possible, but I am 
sceptical.  Clare Wildfire of Mott MacDonald  reported that in 
the last 30 years the percentage of women in the construction 
industry in the UK has been raised by only five per cent.  In the 
United States, Dawn Elson of Merlin Entertainments reported that 
overall figures for women in engineering have gone up just two 
per cent in 20 years.

As Professor Alison Hodge, Professor of Engineering Leadership 
at Aston University explained, a graduate engineer typically 
enters the profession aged 24, so those who will graduate in 
2027 are only 14 years old right now (2017).  14 is the age 
when, according to aforementioned research, girls begin to lose 
their interest in STEM subjects at school. Therefore, as well as 
continuing to send stronger messages to the age group that will 
graduate in 2027, the real focus needs to be on younger children 
of around 10 or 11 years right now, and realistically we need 
to move the 15 % target back to 2030 to have any chance of 
success.  

Children, parents and teachers 
The focus needs to be not only on children’s understanding of 
what engineering is, through engaging school events, visits and 
lectures, but their parents and teachers also need to be better 
informed of the merits and benefits of pursuing a prestigious and 
rewarding career in engineering. 

http://irse.info/x56ai
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Both children and parents need to hear, loud and clear, the 
message that engineering is at the heart of every single part of 
human activity, down to all products and systems that we use 
in everyday life.  Young people need to recognize this, and the 
engineering community collectively needs to discover how to 
excite young people into pursuing engineering passionately, as 
their profession.

In conclusion
As the decline of young people entering the engineering 
profession is a national problem, a co-ordinated national 
campaign is necessary and the most powerful messages must 
therefore come from UK Government, supported and reinforced 
by industry.  Otherwise, the negative messages from media-
enforced stereotypes and gender bias will drown out any positive 
message.

2018 has been announced by the UK’s Department for Transport 
as the Year of the Engineer. The UK Government has announced 
plans for 30,000 new engineering apprenticeships over the 
next five years (irse.info/zet2y). The opportunity and challenge 
therefore now exists to change the perception of engineering 
and specifically engineering in the transport sector, UK wide.  

What will you do – and what are you doing already? Please 
tell us, we’d love to hear about it.

This article has been written within a UK context. But we 
know that some other countries are facing very similar 
problems.  And yet in other countries we also know, from IRSE 
membership data, that the position is much better as regards 
women in engineering. 

PROFESSIONAL DEVELOPMENT
Continuing professional Development reminder
Judith Ward, professional Development manager, IRSE

As we enter the final quarter of 2017, now is a good time for a 
gentle reminder about CPD and specifically the recording of the 
CPD you have undertaken this year.  Continuing Professional 
Development is defined as the systematic maintenance, 
improvement and broadening of relevant knowledge and skills, 
and the development of personal qualities necessary for the 
execution of professional duties throughout working life.

To document your CPD, you can use any system which suits 
you (logbooks, company systems, other institutions’ systems) 
or you may wish to use the online system provided by IRSE, 
MyCareerPath (irse.info/ybrqn).  As reported in June 2017’s 
article on this year’s monitoring of CPD records, excellent records 
were those which had a plan, detailed what CPD activities they’d 
done and reflected on them afterwards – and had sent in a CV.  
You may find that your company’s training/appraisal system does 
not include opportunity to reflect on CPD, so you could record 
this separately.

IRSE will again sample a number of CPD records of those 
members registered with Engineering Council (EC) via us 
commencing in January 2018. Other Engineering Institutions 
will be doing the same for their EC registrants.  We will ask for 
samples to be submitted via MyCareerPath, as attachments if 
appropriate.

If you were in our randomly selected group this year and 
submitted your CPD records, the good news is that you will not 
be selected again in 2018. However, if you were selected this 
year but didn’t submit your CPD records it is possible that you 
may be selected again in 2018.

Validity: All your career

We would like to hear from you about your experiences, 
wherever you live and work, whether you are an employer, a 
long-standing career engineer or a young person relatively 
new to engineering.  Please contact us at  
paula.persson@irse.org or through IRSE NEWS at  
irsenews@irse.org.

Many organisations and institutions are seeking to address the 
imbalance in our industry, and yet we still see only 9% of engineers 
entering the profession are female. Here IRSE NEWS own Alex Patton 
meets potential engineers at a STEM event. How many of these young 
women will go on to join our industry?

http://irse.info/zet2y
http://irse.info/ybrqn
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HONG KONG SECTION
technical forum: Latest developments on the DUAt 

Signalling Replacement project
Y F Sung, IRSE(HK) General Secretary

On 23 May 2017, the IRSE Hong Kong Section arranged a 
technical forum, held at MTR’s headquarters building in the 
Kowloon Bay area. More than 40 IRSE members from MTR, 
consultancy firms and contractors in Hong Kong took part, most 
of them being younger Engineers.

The topic was the ‘DUAT’ signalling replacement project, and 
the speaker was Gordon Lam Bik Shun, MTR Project Manager, 
IRSE(HK) Committee Member, FIRSE, E&PD Committee Member 
of IRSE. The project is currently under way, and is to replace 
the signalling systems for six MTR lines and the Airport Express 
Line. The Tsuen Wan Line will be the first to be upgraded using 
Communications-based Train Control (CBTC) technology, with 
the Island, Kwun Tong, Tsuen Kwan O, Disneyland Resort and 
Tung Chung Lines to follow. The presentation gave an update on 
the design, system architecture, migration strategy and current 
status of the project which started in January 2015.

For more information about the evolution of signalling 
technologies in Hong Kong, Philip Wong Wai Ming of MTR 
outlined this in his article in the October 2016 issue of 
IRSE NEWS.

Photos clockwise from top left:
The speaker: Gordon Lam Bik Shun.
Gordon on stage with the audience listening attentively.
Attendees included (from left to right) Charles Lung, Henry Cheung, 
CEO Thales Hong Kong and KW Pang, IRSE(HK) Chairman.
Members enjoying the refreshments provided by the IRSE Hong Kong 
Section.

Did you know
 ... that as an IRSE member, you can access 
journals and books covering all aspects of 
electrical and electronics engineering, including 
telecommunications, signalling and control 
engineering?   

IRSE members can use the IET library facilities 
at Savoy Place in London. 

For more information, including what you need 
to do before your trip, visit irse.info/iourx.

http://irse.info/iourx
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SWISS SECTION
‘paper Session’ at the Swiss Section

brian Smith IEng mIEt FIRSE

IRSE SWISS SECTION

On the first floor of the North West Switzerland University of 
Applied Sciences and Arts (FHNW) there is a well appointed 
Seminar Room which also commands a spectacular view of the 
railway junction at the southern approach to Olten Station. And 
so it was that twenty one IRSE Swiss Section Members and eight 
guests assembled there on the afternoon of  Friday 16 June for 
the Section’s annual ‘Paper Session’.

Four ‘papers’ were in the program, all related to the overall 
theme of remote control. Our Section’s Chairman, Daniel Pixley, 
kept his opening remarks short and quickly gave the floor to the 
first topic. 

This was introduced by Alfons Noti from the Gornergrat Bahn, 
(GGB) a rack railway, which links the village of Zermatt to the 
summit of the Gornergrat Mountain, from which one can admire 
the towering peak of the Matterhorn. Herr Noti told us how the 
railway had   three problems, a life expired traffic control system, 
no money for capital expenditure and, as a privately owned 
‘tourist’ railway’, no access to public subsidies. Daniel Bröniman 
from Siemens Switzerland took up the story to explain how 
they had been considering the possibility of ‘leasing’ traffic 
management capacity on a centrally located ILTIS TMS to smaller 
railways via a ‘cloud based’ remote connection. Herr Boniman 
described this as a “no worries package” for smaller railways 
giving them access to the full features of a powerful TMS 
complete with stand by and back up facilities, on servers always 
running the latest software on up to date hardware. Between 
them the two presenters explained the development of the 
engineering solution subsequently offered by Siemens to GGB. 
This has recently been commissioned and is now working 
satisfactorily with the ILTIS System in Wallisellen, some 200 km 
distant from Zermatt, controlling the GGB Railway’s 9 km route 
which includes two terminal stations, three passing loops and 
two sections of double track. The basic half hourly service is 
often supplemented by extra trains introduced at short notice, 
in response to the fluctuations in passenger numbers, and a 
requirement was that the ILTIS system be capable of responding 
to these needs.

The discussion which followed the presentation was lively, 
with an unusually high proportion of the members wanting to 
participate! The recurring theme was security ‘in the cloud,’ 
about which we heard from the presenters of the extensive 
testing methods used and even the employment of ‘experienced 
Hackers’ in an (unsuccessful) attempt to disrupt the system.

BLS, Switzerland’s second largest standard gauge railway 
and operator of the Lötschberg Base Tunnel, started a gradual 
but continuous program of ‘Migration from Manual Process 
to Digital Support’ in 1996 and the second ‘paper’ in our 
session, presented by Adrian Mosiman, brought us up to date 
with their progress. The target was and is, to have integrated 
digital systems in place by 2020 to cover the automation of the 
complete operation of the Railway. This target includes, initial 
planning, development, control, operation and train movement. 
Herr Mosiman described how incremental progress towards this 
ambitious goal has been, and is still being, achieved. Systems 
already well established include ETCS train protection, ‘ILTIS’ 
Traffic Management and, for trains through the Lötschberg Base 
Tunnel, a Driver Advisory System (DAS) as well as applications 
for maintenance and fault intervention management. A central 

element of the full program is to have an automated interface to 
communicate changes of train routes from the traffic disposition 
system to the route setting system. This interface is currently 
in the final stages of preparation and will go into operation 
this year. We heard that; whilst 2020 remains a very ambitious 
target, progress made to date has proved reliable and brought 
measurable benefit to the operation of the railway.

The main theme in the discussion of this ‘paper’ was 
obsolescence management, especially important in an 
ongoing 25 year program of digitalisation! With his answers 
Herr Moniman was able to assure us that this was indeed being 
given serious consideration at all stages of the development and 
implementation.

Markus Enzler, of the Regional Transport Bern-Solothurn 
(RBS), then took to the floor to present his ‘paper’ describing 
the continuing development of the remote control/traffic 
management system being used on the RBS railway. This is a 
metre gauge network of some 45 route-km connecting Bern 
with Worb and Solothurn. The four RBS platforms in Bern’s Main 
Station are underground and handle the arrival and departure 
of 550 scheduled passenger trains each day. RBS Trains clock 
up 3.7 million km per year and carry 25 million passengers. 
Punctuality is paramount and we heard that to obtain consistent 
train arrivals within a minute of the advertised time, planning 
needed to be done in intervals of tenths of a second. Again, we 
were told of an ongoing continuous program of well considered 
upgrades, which remains the key to this success. Having the 
advantage of being the third presenter, Herr Enzler pre-empted 
the inevitable obsolescence questions from the floor by 
explaining how the RBS had an active life cycle management plan 
in place!

Questions therefore centred on the achievement of sufficient 
system reliability and mitigation measures for failures. We learnt 
that while normal operation was all done from the remote control 
system, with the assistance of automatic route setting, RBS 
still maintained local control panels at all its stations and most 
importantly had local staff, normally present on other duties, 
trained in their use.

Speakers at the event with our Chairman. From Left to Right: Swiss 
Chairman Daniel Pixley, Dr Xiaolu Rao, Markus Enzler, Alfons Noti, 
Adrian Mosiman, Daniel Boniman.



IRSE NEWS |  ISSUE 236  |  SEptEmbER 2017 37

The final ‘Paper’ of the day took us into the theory behind 
bringing Automatic Train Operation (ATO) to mainline mixed 
traffic railways. Dr Xiaolu Rao, of Systransis AG, gave us an 
insight into “Holistic rail network operation by integration of train 
automation and traffic management”. She described the railway 
as being in three interrelated ‘parts’: infrastructure, operating 
rules and train movement. We learned that, a successful ATO 
System has to bring these three ‘parts’ together in a continuous 
calculation of the alternative movement options available in the 
infrastructure in order to implement the movement authorities 
necessary to achieve the best fit with the timetable requirements. 

She stressed that, existing system weaknesses cannot be resolved 
by applying ATO and explained how the application of the 
most appropriate level  of ‘grade of automation’ for a particular 
situation is necessary to bring benefit in each particular case.

Once again a lively discussion followed Dr Rao’s presentation. 
In particular, members’ questions concerned the resolution of 
the discrepancy between theoretical train performance and the 
everyday reality, the computing power necessary to achieve 
usable outputs in real time and the need for bidirectional 
communication between the train and the infrastructure. Just in 
case any readers of IRSE News should get the impression that 
this is all ‘wishful thinking’ for the future, it’s important to note 
that the Driver Advisory Systems already bringing benefit to train 
operations in both the Lötschberg and Gotthard Base Tunnels are 
products of Dr Rao and her Colleagues at Systransis.

Before the chairman closed the proceedings he called on 
Jens Schulz to give the meeting an update about the activities 
of the International Technical Committee and the impending 
publication of the new report about relays.

Our thirst for knowledge well quenched, members and guests 
retired to the nearby restaurant Flügelrad where attention was 
given to the quenching of a more tangible kind of thirst!

Three views of the Gornergrat Bahn, subject of the first paper.  
Top left, view from the cab shortly after leaving Zermatt.  
Above, view from the cab on the higher double track section, note the 
3-phase overhead line equipment and the Matterhorn already ‘in the 
cloud’ in the centre. 
Left, about to depart from the Gornergrat summit station.

INDUSTRY NEWS
Rail leads the way in safety management

UK: Launched in 2011 RM3, or the Risk Management Maturity 
Model as it should be referred to, has been a remarkable success. 
It was created to explain to organisations what the UK regulator, 
the Office of Rail and Road (ORR), looks at when judging their 
ability to achieve excellence in health and safety management 
and it was quickly adopted as the go-to guide across the rail 
industry. It is a tool which identifies what people need to be 
doing so that the railway will run safely and effectively, providing 
a checklist of 26 themes ranging from having proper governance 
and leadership to ensuring there are sound arrangements to 
ensure that people are competent to do their jobs.

Railway companies are in the business of avoiding harm to 
customers, neighbours and their own staff and RM3 enables 

companies to assess how they measure up against each of the 
themes – and change their practices where necessary. RM3 was 
quickly embedded in health and safety management in railways 
of all sizes and the Health & Safety Laboratory (HSL) identified its 
potential for use in other fields and started using it as part of its 
training courses for people working in a variety of industries.

HSL and the ORR have now worked together to revamp RM3 
with better illustrations and even easier-to-use language which 
makes it more accessible to a wider audience of health and 
safety professionals and managers across the industry. In June 
they published the latest version of RM3 (irse.info/ahq6l) and in 
July the ORR’s “Annual Health and Safety Report of Performance 
on Britain’s Railways 2016-17” (irse.info/si0n6) was published, 
providing an update on how the industry is moving towards 
achieving excellence in health and safety management using the 
RM3 approach.

http://irse.info/ahq6l
http://irse.info/si0n6
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‘IRSE NEWS’ NEWS

Change of managing Editor
Francis How

As you will have read in the 
“News View” of the July/
August IRSE NEWS, this 
edition is the last for which Ian 
Allison is the Managing Editor.  
Ian has been the Editor for 
143 editions of IRSE NEWS, 
spanning 13½ years.  

IRSE NEWS is for most 
members of the IRSE the 
principal means of keeping 
in touch with what is going 
on around the world in the 
Institution, and the means by 
which we bring you thought-
provoking articles and papers 
on a wide range of topics.  In 
member surveys it is always 
rated as highly valuable and 
important by IRSE members.

So on behalf of all IRSE 
members, we say a big thank 
you to Ian for maintaining and improving the quality and content 
of IRSE NEWS over an amazingly long period of time. Not many 
of us would have the stamina for producing 143 editions of a 
magazine, even if we had the skills!

Ian’s successor is Paul Darlington, who takes over as Managing 
Editor from the October edition onwards.  Paul has had a long 
career in the railways, focused mainly on the telecoms side of the 
business, but he also worked as a signalling asset manager. 

paul Darlington says:

As the new managing editor of IRSE NEWS I would like to thank 
Ian Allison for all he has contributed over the years to IRSE 
NEWS. This includes developing a great team of editors which 
makes my new role far easier. 

For those who may not know me I worked for 37 years in GB 
rail mainly as a telecom engineer as well as the signalling route 
asset manager at Manchester, so there is a connection with 
the very first editor Bob Blyth, who at the time was divisional 
S&T engineer at Manchester. In an earlier part of my career I 
was an instructor and I’ve always been interested in mentoring 
new engineers, hence when the role of managing editor was 
suggested to me I was immediately interested in helping to 
inform, discuss, and develop. 

During my career, I was lucky to have managed a number of 
very professional engineering teams which was another aspect 
which attracted me to the role. The IRSE is a small organisation, 
but one that is very professional and with international 
representation which other organisations can only aspire to. The 

We look forward to the continuing evolution of IRSE NEWS 
under Paul’s leadership.  He continues to be supported by 
the editorial and production team comprising Ian Mitchell, 
David Fenner, David Stratton and Mark Glover, together with 
regional editors who are listed on page one of each edition of 
IRSE NEWS.

Incoming and outgoing managing editors at an IRSE Midland & North 
Western Section event at Loughborough last month. Paul Darlington to 
the left, Ian Allison on the right.

Institution is committed to promoting inclusivity and diversity 
which is another area I have always been keen to develop within 
engineering.  

I was initially put off joining the IRSE as it wasn’t called the 
IRS&TE. However, one day a senior engineer pointed out to 
me that the definition of signalling, and laid down in the 1912 
article of associate, says “Signalling – shall mean the whole of 
the apparatus, electrical, mechanical or otherwise, methods, 
regulations and principles whereby the movement of railway or 
other traffic is controlled”. The definition showed great foresight 
and is just as relevant now as it always was and, in IRSE terms, 
“signalling” is not just about lights on sticks, but includes 
telecommunications and, for example, system engineering, 
software engineering, human factors and much more, together 
with technology not yet developed. 

As others have said many times, IRSE NEWS is your magazine 
and we need your contributions, and the team are here to help 
with any article submitted.       
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